‘_}1,&5 S;rb,o YHVBEP3UTET Y HOBOM CALY, PAKYNTET TEXHNYKNX HAYKA @i"‘“” e
& il
& N PAKYNTET TEXHUYKMNX HAYKA 21000 HOBW CALl, TPIT DOCUTEJA OBPAJOBUNTHA 6 e #:"
a =
g - g 5 a
2 ﬁﬁ%%.; AKpeauTauumja cTyaujckor nporpama A Z" K
"'Di!:li.wi‘l":"wl MACTEP AKAOEMCKE CTYOWUJE MHdopmaunoHa 6e3begHocT

OOKYMEHTAUWMJA 3A AKPEOUTALNJIY CTYANJCKOI
NMPOIPAMA:

NMHOOPMALUMOHA BE3BEAHOCT

MACTEP AKAOEMCKE CTYOWNJE

Hosu Cap
2021.




CIAS STy, OAKYNTET TEXHUYKMX HAYKA
Spwigly
; % ¥ 21000 HOBW CALL, TPT LOCUTEJA OEPAJOBURA 6
S=E Vv Irs
Wil
PLANTES
00. YBon 3
01. CtpykTypa cTyamjckor nporpama 4
02. Cepxa cTyaujckor nporpama 6
03. Uwnreeswu cTyaumjckor nporpama 7
04. KomneTteHuuja gunnoMmpaHmnx ctygeHaTa 8
05. Kypukynym 9
5.1 Pacnopeq npegmeTa no CEMECTpUMA M TOANHAMA . . . . . v v v v v v v v e oo . 9
cTyavja
5.2 Cneumdukaumja npeametTa e e e 15
lMpuMmereHa kpunTorpaduja U KPUNTOAHANMM3a . . . . . . . . o o o o v v oo o o . 15
Be3bedHOCT pauyHapPCKUX CUCTEMA o v v v e e e e e e e e e e 16
CrpaTtervje nHcpopmauymoHe 6e306egHOCTN . . . . . . . . ..o 17
YBOA Y UCTPaXMBAYKU MPOLLEC . o ot e e e 19
Cratuctuuke MeTode M CTPYKTYPANHO . . . v v v v v e i e e e e e e 20
MOZENOBaHE Y NHXEHEPCTBY
Be3beHOCT pauyHapCKMX MPEXA o v v e e e e e e 22
AHanunsa v peakumja Ha cajéep UHUMOEHTE . . . . . . . . . . ... 23
Cuctem ynpaBrbama 6e3begHowhy L L L 25
WHdopMaumja
Be3benHocT copTBEpPAa e 26
®dusmndka 6€36egHOCT M CoUMjanHn . L e e e 27
NHXXEHEPUHT
AHanusa puauka un 6e3begHoCT MHopMaLmja . . . . . .. . e 28
Cuctemu enekTpoHckor niahawa . . L L L L L e 29
AHanunsa nogaTtaka y MHPOPMAaLIMOHO] . . . . . . i e e e 30
6e3begHocTH
WHTerpaumja nudpopmaumonnx cuctema APl . . . . . oo 32
MeHaLMeHT
BesbegHocT padyHapcTBa y 06f1aKy . . ... 33
YnpaBreawe NpojekTuMa Y MHPOPMALUMOHO] . . . . . . . . . o o v e 34
H6e3begHocTU
YBoa y aurutanHy OpPeH3nKY e e e e e e 36
Be36eHOCT KPUTUYHMX MHPPACTPYKTYPA U . . . . o v o v o e e e e e e e e 37
WHOYCTPUjCKUX cUcTeEMa
Cuctemun meHapmMeHTa 6e3begHowhy m . . . L. L 39
npvBaTHoLWhy nogaTtaka O NMMYHOCTU
Be3benHocT n npMBaTHOCT IHTEPHET CTBAPU . . . . . . . . . v v v v o et . 40
MacTtep pag - CTyaOWjCKN UCTPaXMBAYKM PAL . .« « « « « v v v v v e e e e e e 42




‘3‘__‘“&; f%.;.\ GAKYNTET TEXHUUKNX HAYKA
§ g,-:% _:,% 21000 HOBW CA[l, TPT JOCUTEJA OEPALIOBURA 6
Wi
LANTE
Cagpxaj
CTpyyHa npakca e e e 43
MacTep pag - uspaga n ogbpaHa . ... 44
06. KeanuteT, caBpemMeHOCT 1 MeflyHapogHa ycarnallieHocT 45
CTyaujckor nporpama
07. Ynuc ctygeHaTa 46
08. OuemnumBare 1 HanpegoBakwe CTyaeHaTa 47
09. HactaBHo ocobrbe 48
10. OpraHusauuoHa 1 matepujanHa cpeacrtsa 49
11. KoHTpona kBanuteTa 50
11.1 Jlucta ynaHoBa KOMUCKHjE 3a KOHTPOSY KBASTUTETA . . . . . . « « v v v v v e e o o v 50
12. Ctyauvje Ha CBETCKOM je3unky 51
13. BajegHuukum cTyamjcku nporpam 52
14. AMT nporpam 53
15. Cryauvje Ha garbuHy 54
16. Ctyavje y jeamHuum 6e3 cBojcTBa NpaBHOr fnyua BaH 55

ceguuiTa yctaHoBe




YHUBEP3WUTET Y HOBOM CALY, PAKYNTET TEXHUYKMNX HAYKA
SAKYNTET TEXHNYKMX HAYKA 21000 HOBW CAL, TPI JOCUTEJA OBPAJOBUTHA 6

Z 1 g - -
:;35% = AkpeauTauumja CTyamjckor nporpaMa
O’“-!ANT A MACTEP AKALEMCKE CTYOWJE MHdopmaumoHa 6e3beaHocTt

HasuB cTyaujckor nporpama

NudopmaumoHa 6e3begHocT

BucokoLukoncka yctaHoBa y Kojoj ce n3Boam
CTYAWjCKM nporpam

dakynTeT TEXHUYKUX Hayka

O6pa30BHO-Hay4HO/0OPa30BHO YMETHUYKO NOSbEe

NMT

HayuHa, cTpy4Ha unu ymeTHuuka obnact

UMT ctyaunje (MHpopmaLmoHe TexHonoruje:
MHOyCcTpujcko NHXEHEPCTBO U NHXEHEPCKN MEHALIMEHT;
ENekTpoTeXHUYKO 1 pavyyHapCKO MHXEHEPCTBO)

Bpcta ctyauja

MacTep akagemcke ctyguje

O6wuwm ctyanja nspaxeH ECIB 6ogoBrma

60-62

Hasne gunnome

MacTtep nHxerep nHopMaumMoHnxX TexHonoruja, Macr.
WHX. MH. TEXHOI.

OyxuHa ctyauja (y roanHama)

"oamHa y kojoj je 3anoyena peanusaumja CTyamjckor
nporpama

NoguHa kaga he 3anoyeTn peanusaunja CTyamjckor
nporpama (ako je nporpam HOB)

2021

Bpoj cTyaeHaTa koju cTyaupajy no oBOM CTYAWjCKOM
nporpamy

0

MnaHupaHu 6poj ctyaeHata Koju he ce ynucaTtu Ha
0Baj cTyamjcku nporpam (y npBy roavHy)

16

MnanupaHun 6poj ctyaeHaTa koju he ce ynucatu Ha
0Baj CTyAMjCKM Nporpam(Ha CB1UM rognHama)

16

OaTtym kaga je nporpam npuxsaheH of cTpaHe
oprosapajyher Tena(HaBecTu Kor)

13.03.2019 - HactasHo Hay4yHo Behe ®TH Hoeu Cag
25.04.2019 - CeHat YHuBepauteta y Hoeom Cagy

Jeaunk Ha KoM ce n3BoAM CTyaujCKn nporpam

Cpnicku jesuk

FopguHa Kafaa je nporpam akpeauToBaH

2021 - MNpBa akpeguTayuja

Beb agpeca Ha kojoj ce Hanase nogaum o
CTYAWjCKOM nporpamy

http://www.ftn.uns.ac.rs
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Crangapg 00. YBog

CTtyamjcku nporpam Mactep akagemckux ctyamja MHgpopmaumona 6e36egHocT kao IMT cTtyamjcku nporpam
13 obncaTtn enekTpPOTEXHNYKOT U padvyHapPCKOT MHXEHEPCTBA U MHOYCTPUW]CKOT MHXEHEPCTBA U MEHALIMEHTA
ce peanusyje y okBupy [JenapTmaHa 3a payyHapcTBO U ayToMaTuKy, [lemapTmaHa 3a eHepreTuky,
€reKTPOHUKY U TenekoMyHukauuje n [lenapTMeHa 3a MHOYCTPUjCKO MHXEHEPCTBO U MeHaLMeHT PakynTeTa
TEXHUYKMX Hayka YHuBep3nuteTa y Hosom Capy.

Mporpam je koHuunupaH ga obpasyje MmacTep MHXxerwepe kKoju he gobutn gyboka Teopujcka 3Haha U
BELUTMHE 3a paj y npakcu, a uctoBpeMeHo ga omoryhu garbm HacTaBak LWKoNoBawa Ha ogrosapajyhum
cneunjannucTMYknumM, ogHOCHO OOKTOPCKMM cTyaujama.

Ctyaujckun nporpam UHdpopmaumoHa 6e36egHOCT koju ce akpeauTyje, NpeacTaBiba OAroBop Ha Aarbu, BpMo
WHTEH3UBHU pa3Boj obnactn nHopmaLMoHNUX TEXHOMOIMja, Y3 NPUPOAHO NPOLUUPEHE KPO3 YCBajate HOBMX
NPaKTUYHUX N TEOPUjCKUX 3HaHA.

Y ToKy cTyauja nocebHoO ce BpeAHyje camocTanaH pag v MoTuBule yyewhe y KOHKPETHUM CTPYUYHUM ©
pas3BOjHUM MpojekTUMa y OKBMpPY nojeanHunx nabopartopwja. MNMoTeHumpajy ce n pasBujajy cnocobHocTu 3a
peliaBarbe CMOXEeHNX, UHXeHepcknx npobnema. MNMopea HEONXOAHUX TEOPUJCKUX 3HaHKa M NPaKTUYHUX
BeELTMHA, gobuja ce HeonxogaH ocehaj NMYHe CUTYPHOCTU U UCNYHEHOCTU, KOjW je HeoNXo4aH 3a yCMneLHo
WHTerpncame y npodecruoHanHo OKpyxXere.

JenapTmaH 3a padyyHapCcTBO 1M ayTomMaTuKy, [lenapTMaH 3a eHepreTuky, eNeKTPOHUKY 1 TeneKoOMyHuKauuje n
HdanapTmaH 3a MHAYCTPUjCKO NHXEHEPCTBO U MEHALIMEHT Kao OAroBOpHE OpraHM3auunoHe jeanHunue 3a
Kpeupakwe 1 peanusaunjy oBor CTygujcKor nporpama, ocTBapunu Cy HU3 npojekata u gpyrux obnuka
capajwe C peHOMMWpPaHMM CBETCKMM KOMMaHujama u, Kpo3 Ty capaghy, 06e3beamnu caBpeMeHy
nabopatopujcky onpemy. Heke oa Tux komnaHwuja cy: Cirrus Logic, Imagination-MIPS, Sony, Philips, Nagra,
Marvel, Onkyo, Pioneer, Google, Cisco, Ericsson, TTTech, Harman, Denso, Texas Instruments, Qualcomm,
Leica, RT-RK u Schneider Electric. CTyaeHT\ oBor cTygujckor nporpaMa umajy npunuky ga, kopuwhewem te
ornpeme, CTEKHY CaBpeMeHa 1 BUCOKO TpakeHa 3Harba Yy Koje CTyAMjCKU Mporpam geTarbHO NoKpu1Ba.
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Ctangapg 01. CTpykTypa cTyaumjckor nporpama

Hasue ctyanjckor nporpama je MHgpopmaumoHa 6e3benHocT. AkageMCKku Has3ueB Koju ce CTU4e HaKOoH
3aBplleHnx ctyaunja je Mactep uHxewep MHpopmaunoHux TexHonornja (Mact. MHX. UHG. TEXHON.).

CTtpykTypa nporpama omoryhasa ga ce nobujy gyboka 3Hawa M BpXyHCKe BELUTUHE u3 n3abpaHe obnactu
MHTepecoBaka, OOHOCHO Aa ce Aobuje 3Hawe Koje cTygeHTMMma omoryhaBa kopuwhewe CTpydHe
nutepaType, NPpUMEHY 3Hawa Ha CrnoxeHe npobrieme Koju ce jaBrbajy y npodecuju n, y crnyyajy ga ce
CTYOEHTW 3a TO onpejerne, HacTaBak cTyauja.

Kangmpat ga 61 ce ynucao mopa Aa vma 3aBplueHe YeTBOPOroAullHe OCHOBHE akageMmcke ctyauje,
oarosapajyher cmepa, kKoje cy BpeaHoBaHe ca Hajmawe 240 ECIIB.

I'Ipou,e/:l,ype I'IpI/ljaBJ'bMBal-ba, paHrmpawa un ynmca I'IpI/IjaBJ'beHMX KaHauaarta, ,u,edpmecaHe cy npaBMJ‘IHI/IKOM o
ynucy Ha CTyLIMjCKe nporpame yCBOjeHI/IM Ha HNUBOY d)aKynTeTa TEXHUYKUX HayKa.

CTyaunjckn nporpam mactep akagemckux ctyguja MHdopmaunoHa 6e3begHoCT Tpaje jegHy roguHy u
BpeaHyje ce ca 60 ECIB. OBum cTyamjckum nporpamom obyxsaheHn cy o6aBe3Hu 1 n3bopHn npegMeTw,
CTpy4Ha npakca n mactep pag. CTyaujcky nporpam getarbHO MOKpMBa AUCUMNAUHY MHopmaumoHe
6e3begHoCTH.

CTyAeHTV Kpo3 u3bopHe npeameTe, a Ha OCHOBY COMCTBEHUX CKITOHOCTU M Kerba, MOry NpoM3BOSbHO
NPOLUMPUBATI CTEYEHO 3Hake.

Ctyanpatbe Ha ctyamnjckom nporpamy UHdopmaumoHe 6e36eaHocTn omoryhasa ctuuamwe Ay0oKMX 3Hama
noTpebHMx 3a 3aWTUTY UHCPOPMALIMOHMX CUCTEMA.

N36opHM npeameTn ce Bupajy 13 rpyne npeanoxeHnx NpeameTa, anm CTyaeHT umajy MoryhHocT aa, npema
COMCTBEHNM CKITOHOCTUMA M Xerbama W y3 carnacHoCcT pyKoBOAMoLa CTyaujckor nporpama, ogpefeHun 6poj
npeameta nsabepy ca Pakynteta TEXHUYKMX Hayka, YHuBep3uTeTa y HoBom Cagy unm Hekor gpyror
YHMBEp3UTEeTa y 3eMIibW UM UHOCTPAHCTBY. pu ToMe Mopajy 6MTU MCnyweHU NpeaycnoBu Koju ce
nponucyjy 3a noxahawe HacTaBe U3 usabpaHor npegmeTa.

MpeaHocT npunukom nsbopa npegmMeTa MMajy Hajborbm CTyaeHTU, a PyKOBOACTBO CTYyANjCKOr nporpamMa uMma
MoOryhHOCT ga orpaHuym 6poj cTyaeHaTa no nojegMHum npegMmeTuma 36o0r pauuoHanHor kopuwhera
noctojehux pecypca.

MpeameTn Ha OBOM CTYAMjCKOM NMporpamy cy jeaHoceMecTparnHu U npyu ToMe foHoce ogroeapajyhu 6poj
ECIb 6opoBa. CtaHgapaouma je ytepheHo ga jegaH ECINB 6op oaroapa npmbnmxHo 30 catv akTUBHOCTM
cTyaeHTa (npefaBama, Bex0e, 1 Npunpema 3a nonarake ucnurta).

HacTaBa ce n3Boau kpo3 npedaBama U BexGe. Y HacTaBHOM NpPoLIecy UHCUCTMPA Ce Ha CamMOCTafHOM U
UCTpaXXMBa4yKkoM pagy CTyAeHTa U HEeroBoM nojayaHoM JIMYHOM, aKTVBHOM YKIbyuMBatby Y HacTaBHU NpoLec.

Ha npegaBsawuma ce, y3 kopuwhewe oarosapajyhnux amaakTuukux cpefcrasa, uanaxe npeasuheHo
rpaguMBo, anu ce TOM NPUIIMKOM CTyAEHTUMA YKasyje U Ha UCTpaxuBadke TpeHOoBe Y AO0TUYHOj obnacTtu. Ha
Bexxbama, Koje npate npepdaBara, pelaBajy ce KOHKPEeTHM 3ajaun 1 usnaxy npuMmepu Koju gogaTtHo
unycTpyjy rpaguso. Ha Bexbama ce pgajy u gogaTHa objawrera rpagvBa Koje je U3noXeHo Ha
npepaBawnma. Bexbe mory ga 6yay ayautopHe, nabopaTtopujcke unu padyHapcke. [leo Bex6u nnu
UCTpaxXmnBaykor pajga Moxe ce oABujaTu M y usabpaHMm KOMNaHujama unu Opyrum MHCTUTYyUMjama.

Pan ctyneHaTa ce npaTu 1 BpeaHyje npema lMpaBunHKKY o uaBohewy HacTaBe, MeToOoNoruju gogene
ECINB 6onoBa, ocHoBaMa BpeaHOBatba NpeancnuTHUX obaBesa 1 HauMHy NpoBepe 3Haka CTyAeHaTa Koju je
YCBOjeH Ha HMBOY PakynTeTa TEXHUYKUX HaykKa.

CBaku nonoxeHn npegmeT goHock ctyaeHTy oapehexn 6poj ECINB. CTyanje ce cmatpajy 3aBpLUeHMM Kaga
CTYOEeHT ucnyHu cee obasese nponucaHe CTygujCKMM nporpaMmoM M Kaga ocTBapu Hajmawe 60 ECIB
(nonoxun cee npeasufieHe npegmeTe, o6aBu CTPyUHy npakcy n ogbpaHn mactep pag).

Y 3aBUCHOCTU 0 KapakTepa Bexbu, ogpehyje ce BennyunHa rpyne. CtyaeHTcke obaBese Ha Bexbama mory

Oatym: 03.11.2021 CtpaHa 4
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cagpxaBaTu 1 n3pagy ceMuHapckux u gomahumx pagoBa, NpojekTHMX 3agataka U ceMecTpanHux pagosa, npu
YeMmy Ce CBaKa akTUBHOCT CTyAeHaTa TOKOM HacTaBHOr npoueca npatu u BpeAaHyje npema npasunvMma Koja
Cy ycBojeHa Ha HuBoy dakynTeTa TEXHUYKMX Hayka. bpoj ocBojeHux 6oaoBa je nckasaH npema jeAMHCTBEHO]
MeToAoNormju 1 oapaxasa ontepeheHocT cTyaeHTa.
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Cranpgapp 02. Cspxa cTyamjckor nporpama

Cepxa cTygujckor nporpamMa je obpasoBare cTygeHaTta 3a npodecujy Mactep nHxewepa MHopMaLMoHMX
TexHomnorunja y uHcdopmaLmoHoj 6e3begHocTu y cknagy ca notpebama gpylwiTea Kao 1 nojeavHua.

Ctyauvjckn nporpam NHdopmaunoHa 6e30egHOCT KOHUMNMPaH je Tako ga obesbehyje cTuuame
KoMneTeHUMja Koje cy APYLWTBEHO onpaBAaHe U kopucHe. ®akynTeT TEXHUYKUX Hayka je aeduHucao
OCHOBHe 3aJaTke U LurbeBe paau obpasoBara BUCOKO KOMMETEHTHUX KadpoBa y obnacTtu TexHuke. Cepxa
cTygnjckor nporpama NHdopmaunoHa 6e36egHOCTN MOTNYHO je y cknagy ca OCHOBHUM 3ajauvma U
umreeBuma dakynteta TEXHUYKMX Hayka.

Peanunsauunjom oBako KOHLUMNUPAHOr CTYAMJCKOr NporpamMa ce LUKOMyjy MacTep UHXerepu HpopMaLMoHNX
TEXHOMOorunja Koju noceayjy BUCOKY M NPeno3HaT/bMBY KOMMNETEHTHOCT Y €BPOMNCKUM U CBETCKUM OKBMPUMA.

Oatym: 03.11.2021 CtpaHa 6
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Crangapg 03. LUurbeBu ctygujckor nporpama

Lll/l]'beBI/I CTy,EI,I/IjCKOF nporpama mMmory ce rpynmucatu y HeKOJImKo KaTeropMja:

TexHu4ko 3Hawe. [Nporpam o6e3behyje cTuuare Aybokor nosHaBawa crneuunjannsoBaHe AUCLMNIUHE
nHdbopmaumoHe 6esbegHocTu.

MpakTnyHe cnocobHOCTM n BewTnHe. CTULakbe HEONXOAHMX CMOCOOHOCTM M BELTMHA 3a hOpMyNnucane
npobnema v npojekara, kao 1 NnaHa 3a HMXOBO pellaBake Kopuwhewem pasHOPOAHMX TEXHUYKMX MeToaa
M TexHuka. To, nopea ocTanor ykiby4vyje u pa3Boj KpeaTUBHUX CMOCOOHOCTU pa3dmaTpara npobnema u
crnocobHocT KPUTUYKOT MULLIIbEH:A.

KOMyHMKaTUBHOCT 1 TUMCKU pag. CTuuake HeonxoaHMX CNOCOBOHOCTU 3a Npe3eHTOoBaHe COMCTBEHUX
pe3ynTtata CTPYYHOj M LLUMPOj jaBHOCTU Kao U pa3Bujake CNOCOBHOCTM 3a TUMCKU pag.

Mpunpeme 3a gare ctyamje. CTnuawe HeONXo4HMX 3Hawa, Koje he omoryhutu garn HacTaBak LLUKONOBakba
KpO3 cneumjannucTnyke U JOKTOpPCKe cTyauje.

JenaH of noceGHMX UWIbeBa, Koju je y cknagdy ca uurbeBrMa obpasoBara CTpydtbaka Ha dakynteTy
TEXHWYKMX Hayka, je pa3Bujate CBECTM Kof CTyAeHaTa 3a noTpebom nepmaHeHTHor obpa3oBata, pa3Boja
APYLITBA Y LEMUHU 1 3aLUTUTE XUBOTHE CpeaunHe.

Mpunpeme 3a npodecnoHanHo aHraxosawe. CTuuarwe gyOokux 3Haka U BelTMHa 1 pa3Bujarbe CBECTU O
LLIMPOKOM CMEKTPY CNoXeHux npobrnema n obaeesa u Koju ce jaBrbajy y npoeCcnoHarnHoj npakcu.

OcnocobrbeHoCT cTyeHaTa fa GprHY O ONLWTMM acnekTuMa CUrypHOCTU, eTUKE, eKONOormje U eKoOHOMUje.

Oatym: 03.11.2021 CtpaHa 7
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Cranpapg 04. KomneTeHuuja aMnnommpaHux ctygeHarta

MacTep vHXxewepu MHGPOPMaLNOHNX TEXHOMOrMja, Koju 3aBplue cTyaunjcku nporpam MHdpopmaumnoHa
6e30eHOCT KOMNETEHTHN Cy Aa pellaBajy crnoxeHe npobneme u3 npakce u ga HacTaBe LUKONOBaHe
YKOJIMKO ce 3a TO onpefene.

KomneTteHuuje ykiby4dyjy, Npe cBera, pa3Boj CNOCOGHOCTM KPUTUYKOT MULLIbEHA, CMOCOBHOCTM aHanuse
npobnema v cuHTE3€e pellewa u npegsuhare NoHalawa ogabpaHor pellera ca jacHoOM NpeacTaBoM LITa
cy pobpe a wTa nowe cTpaHe ogabpaHor pellema.

CaBnagaBakeM CTygujckor nporpama ctmye ce ayboko nosHaBawe MHopmauunoHe 6e3begHocTu y3
ocnocobrbaBake CTyeHaTa 3a pellaBahbe KOHKPETHMX Npobrema y3 ynotpeby CTpyYHUX U Hay4YHUX MeToaa
M nocTtynaka.

CapLueHn ctyaeHTn MHdopmaumoHe 6e3begHocTy cy cnocobHu aa Ha oarosapajyhu HaumH Hanuwy u aa
npeseHTyjy pesynTarte cBor paja.

CBpLUEHN CTYEHTU OBOI HUBOA CTyAuja noceayjy KOMNETEHUM]y 3a NPUMEHY 3Hawa y Npakcy 1 npahewe u
NMpYMEHY HOBMHA Y CTPYLM, Kao 1 32 capajtby ca MoKarnHuM ApYLITBEHUM U MERYHAPOOHUM OKPYXXEHEM.

CepweHun ctygeHtn NHdpopmaunoHe 6e3begHoCTM ocnocobibeHM Ccy 3a TUMCKM pag M pasBoj
npodecnoHanHe eTuke.

Mo npaBuny komneTeHuunja cTyaeHaTa ce Bepudukyje n kpos bapem jegaH pag objaBroeH Ha gomahum
KOH(pepeHuunjama.

KrbyyHe komneTeHuUuje cTyaeHaTta cy cnocobHOCT 3a umnnemeHTaunjy ceux dasa n Bofewe npojekata
3alWTUTEe pavyyHapCcKUX CUCTEMA, pavyHapCKMX Mpexa, copTBEPCKUX cucTemMa 1 MHPOPMaLMOHNX cucTema.

Oatym: 03.11.2021 CtpaHa 8
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Cranpapg 05. Kypukynym

Kypukynym mactep akagemckux ctyamja MHdopmaumoHa 6e36eqHOCT hopMupaH je Tako Aa 3aj0BOSbM CBe
noctaBrbeHe uurbeBe. CTpykTypa cTyaujckor nporpama je o6esbeauna ga nsbopHu npegmeTun byay
3acTynrbeHu ca Hajmawe 30% ECIB 6ogosa.

Ha macTtep akagemckum cTyavjama CTYAEHTM KOHKpeTu3yjy npobrnemaTtuky uHgpopmaumnoHe 6e3begHocTy.
Kpos n3bopHe npegmeTe CTyAeHTV 3a00BOMbaBajy CBoje atpMHUTETE KOju Cy Ce TOKOM OCHOBHUX akageMCKUX
cTyamja npodounucanm.

Csu npegmeTn cy jegHocemecTpanHu n Hoce oarosapajyhu 6poj ECINB 6ogoa npu yemy jegaH 604
oarosapa npubnmxkHo 30 caTn aKTUBHOCTM CTyAEHTA.

Y KypuKynymy je geduHUcaH onvc CBakor npeameTta Koju cagpXu Hasus npegmeta, Tun npegmeTa, roguHy u
cemecTap ctyauja, 6poj ECINBb 6ogoBa, nme HacTaBHMKa, LW/b NpegMeTa ca O4ekKMBaHMM UCXOAUMA,
3HakMMa 1 KoMMeTeHuMjama, npeaycnose 3a noxahakwe npeameTa, cagpxaj npeameTa, NpenopyyeHy
nutepatypy (Mefy KojoM ce Hanasu jegaH OCHOBHU M Bule NoMohHux yLbeHuka), meToae nsBohemwa
HacTaBe, Ha4YMH NpoBepe 3Haka M OLeHUBara U Apyre nogaTtke.

CTyamjcku nporpam je ycarnailieH ca eBpOrncKkMM cTaHaapauma y norreqy ycrnosa ynuca, Tpajaka CTyauja,
yCrnoBa npenacka y HapeaHy roguHy, ctuuaka QUniome n HadvHa ctyguparsa.

CactaBHu geo Kypukynyma nHgpopmaumoHe 6e36e4HOCTH je CTpy4YHa npakca 1 NpakTuyaH pag y Tpajamwy og
90 yacoBa, koja ce peanuayje y ogrosapajyhum Hay4HOUCTpaXKMBadkMM yCTaHOBama, y opraHusauujama 3a
obaBrbatbe MHOBALMOHE akTUBHOCTMU, y OpraHuM3auunjama 3a npyxawe UHPpPacTpPyKTypHe MnogpLuke
WHOBALMOHO] AenaTHOCTK, Y NPUBpPESHNM APYLWITBMMA U jaBHUM yCTaHoBama.

CTyaeHT 3aBpluaBa cTyauje M3padoM macTep paga Koju ce cacToju o CTyAMjCKOr UCTpaXKuBadkor paaa,
TEOpPMjCKO-MEeTOOOSIOLKE NPUNpeMe HeonxodHe 3a NpodybrbeHo pasyMeBare 06MacTu U3 Koje ce macrep
pan pagv v uspage camor paaa.

lMpe onbpaHe camor paga kaHauAaT nosiaxke TEOPUjCKO-METOAOMOLLKE OCHOBE MO NpaBuIly npes KOMUCHjom
Koja je ogpeheHa 3a onbpaHy. KoHauyHa oueHa macTep paga ce M3BOAM Ha OCHOBY OLIEHE MOJIOXEHEe
TEOPUjCKO-METOOO0MOLLKE MpUNpemMe 1 oueHe nspage n ogbparHe camor paga. Mactep pag ce 6paHu npeg
KOMMCKWjOM KOja ce cacToju 04 HajMawe TpM HacTaBHMKa Npu Yemy Makap jegaH mopa ga éyae ca gpyror
genaptmaHa unu pakynrera.

Mo npaBuny of cTydeHTa ce oyekyje 6bapem jeaaH pag Ha gomahum KoHgepeHuujama u3 obnactu 3aBpLUHOT
MacTep paga wnu, y U3y3eTHMM criydajeBuma, pag Ha mehyHapoAHUM koHdepeHuujama, gomahum unm
CTpaHMM 4Yaconucuma.

Oatym: 03.11.2021 CtpaHa 9
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Tabena 5.1 Pacnopen npeameTa no ceMectpuma v roguHama ctyauvja

Crtyamjckn nporpam: WudopmanmoHa 6e3benHocT
AKTMBHa HacTasa
Pla)  [Mmaee Hasvs npeameta C | Twn | Cratyc I ECIb
npeameta n | B | cUP |,ElOH 4acoBm
MPBA T'OANHA
1(19.1B21 MpumerseHa kpunTorpaduja n kpunToaHanmaa 1 ™ (0] 3 0 0 3 0 8
2(19.1B01 M3bopHa rpyna 1 (6upace 1044 ) 1 nb 2-3 0 0-2 | 0-3 0 4-6
19.1B12 Be3benHocT payyHapckux cuctema 1 ™ n 3 0 0 3 0 6
191822 | CTPaTemvje Hpopmauvone 1 ™| u [ 3]|o|lo]| 3] o 6
6e36enHoCTH
19.1B31 YBOA Y UCTpaxuBaykn npouec 1 AO n 3 0 0 3 0 6
CTaTucTMuKe METoAE 1
17.1ZMI13 | cTpyKTypanHo MoaernoBawe y 1 AO n 2 0 2 0 0 4
VHXXeHEepCTBY
3119.1B02 M3bopHa rpyna 2 (6upace 108 3) 1 b 3 0 0 3 0 6
19.1B13 Be3begHocT padyHapckmx Mpexa 1 HC n 3 0 0 3 0
191823 AHanusa v peakuuja Ha cajbep 1 CA " 3 0 0 3 0 6
NHUMAEHTe
19.1B32 Cucrem ynpasrbarea 6e3begHowhy 1 HC " 3 0 0 3 0 6
VHopmauuja
4119.1B03 M3bopHa rpyna 3 (6upace 104 3) 1 nb 3 0 0 3 0 6
19.1B11 Be3benHocT codTBEpa 1 CA n 3 0 0 3 0 6
19.1B24 duanyka 6e36egHOCT 1 counjanHn 1 CA " 3 0 0 3 0 6
NHXXEHEPUHT
19 1B33 AHanusa pusnka u 6e36enHocT 1 HC " 3 0 0 3 0 6
MHopmaLmja
5119.1B04 M3bopHa rpyna 4 (6upace 104 3) 1 nb 3 0 0 2-3
17.E2501 Cunctemu enekTpoHckor nnahawa 1 HC n 3 0 0 2 0 6
19.1B25 Awanuaa noparaka y 1|cal| u 3l0|o0]3 0 6
MHOpMaLMoHoj 6e3begHocTH
19.1B34 WHTerpaumja MHOpMaLMOHNX 1 ™ " 3 0 0 3 0 6
cucrtema n APl meHalmMeHT
6(19.1B05 WM3bopHa rpyna 5 (6upace 108 3) 2 b 3 0 0 3 0 6
19.SEM022 |YBog y gurutanHy opeH3nky 2 CA n 3 0 0 3 0 6
19.1B26 BesbegHocT padyHapcTBa y obnaky 2 CA n 3 0 0 3 0 6
19.1B35 YnpaBrbakbe npojektima y 2 | ™™ n 3ol o] 3 0 6
MH(OpMaLmoHoj 6e3begHocTH
7119.1B06 M3bopHa rpyna 6 ( 6upa ce 1 04 3) 2 b 3 0 0 3 0 6
19 SEM020 Be3benHocT 1 npuBaTHOCT MIHTEpHET 2 CA " 3 0 0 3 0 6
cTBapu
Be3beaHOCT KPUTUYHUX
19.1B27 MHPPACTPYKTYpa 1 MHOYCTPUjCKUX 2 CA n 3 0 0 3 0 6
cuctema
CucTteMu MeHalMeHTa 6e36eaHoLhy
19.1B36 1 npyBaTHoWhy nogaTtaka o 2 ™ n 3 0 0 3 0 6
NMYHOCTH
8119.1B51 CTpyyHa npakca 2 CA (0] 0 0 0 0 6 6
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Tabena 5.1 Pacnopen npeameTa no ceMectpuma v roguHama ctyauvja

CTtyaujckn nporpam:

WudopmanmoHa 6e3benHocT

AKTMBHa HacTasa
Pla)  [Mmaee Hasvs npeameta C | Twn | Cratyc I ECIb
o npegveTta n B CWP | OOH Yacosu
9119.1B53 MacTep pag - cTyamjckm ucTpaxunsavkv pag CA (0] 0 0 8 0 0 6
10|19.1B54 MacTtep pag - n3paga n ogbpana 2 CA (6] 0 0 0 0 4 6
YkynHo yacoBa (npegaBawa+sexbe, JOH, CUP, octanu yacosu) n 6ogosu Ha rognHn |20-21 0 | 8-10 [17-21 10 60-62
YKyNHO YacoBa aKkTMBHE HacTaBe Ha roguHun 47-50
Oatym: 03.11.2021 CrpaHa 12
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT
Hasue npegmera: 19.1B21 MNpumereHa kpunTorpaduja u kpuntoaHanmsa
HacTtaBHuK/HacTaBHULM: Jlengak N. mpe, BaHpegHu npodecop

LLleHk . BojuH, PepgoBHu npodpecop

Cratyc npeamerta: ObaBe3aH
Bpoj ECIB: 8

Ycnos: Hema
MpeameTun npegycnosu: Hema

Linre npegmeTa

Linms npeameTa je ctMuake HanpegHUX 3Hawa O KpuntorpadckMM anroputMmma v cucTemMmma. YnosHaBawe ca HajHOBUjUM
CUMETPUYHMM U acMMeTpU4HUM anroputmuma. lNperneg MogepHUx jeagHocMepHux dyHkumja. CTaHgapau Ha nosby KpunTorpadCcknx
cucTteMa. YnopefHa aHanusa npefHoOCTU M MaHa npukasaHux anroputama. YcnoctaBrbawe 6e3b6eHVX KOMyHUKaLuMoHMX KaHana,
Kpeupawe kibyya cecuje n perfect forward secrecy. [iuckycvja HanpegHUX TeXHWKa 3a NOTNUCMBAKE AUTUTaANHUX cajpxaja.
Yno3HaBake ca OCHOBaMa KBaHTHE M XxoMoMopdHe Kpuntorpaduje.

Mcxon npegmeta

[Mo3HaBawe HanpeaHMX KpunTorpadcknux cuctema, anroputama u TexHuka. lNosHaBame peneBaHTHMX CTaHAapAa U cneuudurkaumja Ha
nosrby kpuntorpaduje. OcnocobrbeHOCT 3a aHanu3y apxuTekType cuctema u usbop opgrosapajyhux kpuntorpadcknx TEXHUKa Y
pellaBaky MHXeHepckux npobnema Ha nosby MHdopmauuoHe 6e3begHOCTU y UHDPACTPYKTYpPHUM cnuctemmnma. CnocobHocT
camocTanHe umnnemeHTauuje kpuntorpadckux anroputama M cuctema.

Cappxaj npeameta

CUMETpUYHU anropuTMn. ACUMETPUYHN anroputMmu. JegHocMepHe dyHkumnje. XoMoMopdHM anroputmu. YnopeaHa aHanusa
npukasaHux anropmtama. YCnoctaBfbake KOMyHUKALMOHUX KaHana, pa3MeHa KibydeBa U KibyyeBu cecuja. PykoBawe ca TajHUM
krbydyeBuma. AurutanHu notnucu. KBaHTHa kpuntorpadwmja. Kpuntorpadckn cMctemMmn y okpyxXerwrma ca orpaHMyeHuM padyHCKUM
pecypcuma.

JlutepaTypa
P.6p. AyTop Hasns M3paBay [ognHa
1 opaH Casuh, MunaH CodbtBepcka nHdpacTpykTypa 3a ynpaBrbare Hosu Cap : ®akyntet 2016
' | CereguHal KYPUKYIyMOM Y €NEKTPOHCKO] HacTasu TEXHUYKMX Hayka
2 [OparaH ViBaHoBwuh, BpaHko YIPaBIbaHe AUMUTANHIM AOKYMEHTUMA Hoeu Cag : ®akyntet 2015
Munocasrbesuh TEXHUYKMX Hayka
3, | Fopaana Munocasrbesuth Pa3Boj nocnoBHMx nHopmaumoHmx cuctema BofleH  |Hosu Capg : PakynteT 2015
mogenvnma TEXHUYKMX HayKa
. Hosu Cap : ®akyntet
4, |Mupocnas Xajaykosuh OnepatuBHU cuctemm (Npobremm n cTpykTypa) TEXHUIKIX HayKa 2013
5. | Momumnno Hoskosuh Henm_leapHm MoAenv BpeMeHCkux cepuja : gonpuHoc |Hoeu Cap : ®akyntet 2002
Teopuju 1 npakcu TEXHUYKMX HayKa
6, | Ferguson N. Cryptpgraphy.Englneerlng: Design Principles and Wiley 2010
Practical Applications
7. |Martin K.M. Ever_yda_y Cryptography: Fundamental Principles and Oxford University Press 2012
Applications
8, |Singh S. The Code B_ook: The Secret History of Codes and Fourth Estate 2010
Code-breaking
_ Teopujcka HacTasa MpakTuyHa HacTaea Ocrano
Bpoj uacosa BexGe [1OH CcWP
aKTUBHe HacTaBe
3 0 3 0 0
MeToge n3sohera HacTase
MpepaBama; Opyrv obnuum HacTase; KOHCynTauumje.
OueHa 3Hara (MakcumanHu 6poj noeHa 100)

MpeancnutHe obaBese O6aBe3Ha | [MoeHa 3aBpLuHM ncnut O6aBe3Ha | [MoeHa
lMpegmeTHU npojekat Ja 50.00 | MucmeHn geo ucnura - KOMBGUHOBaHW 3adaumn a 20.00
MpucycTBo Ha NpeaaBakUma Ja 5.00 |4 T€OPWa
FprcycTeo Ha BexGama I 500 Ycmenn geo ucnuta Oa 20.00
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT

Hasue npegmera: 19.1B12 Be3begHocT payyHapckux cuctema
HacTtaBHuk/HacTaBHULMN: MeTposuh B. Bereko, JoueHT

CraTyc npegmera: M360pHU

Bpoj ECIb: 6

Ycnos: Hema

MpeameTn npegycnosu: Hema

Linre npegmeTta

CTuuare 3Hama noTpebHor 3a pasymeBake HEOMNXOAHMUX TEXHWUKA 3a BpLUEeHe Hanada Ha U oabpaHy pavyHapcKux cuctema.

Mcxon npegmeta

HakoH ycneluHo 3aBpLueHor Kypca cTyfAeHT (1) padyme npupogdy pawMBOCTM padyHapckux cuctema, (2) pasyme npupoay Hanaga Ha
payyHapcke CUCTEM M 3Ha Kako [a WX crnpoBee y nabopaTopujckom okpyxetby (3) ocnocobrbeH je 3a UMNNeMeHTauujy pellewa y
OKBUPY padyHapCKMX cMCTEMa KOjU MUHUMMK3Yjy ycnex Hanaga.

Cappxaj npeameta

(1) yBoa y 6e36egHocT (2) nctopuja 6e36e4HOCTU pavyHapcKkux cucTemMa, (3) apxuTekTypa pavyyHapcKor CUCTEMa Y LUMPEM CMUCHTY Kao
n3sop 6e3benHocTH, (4) MHTEPHET CTBApX Kao TEXHONOrnja pawuBMx apxutekTypa, (5) 6e3beaHoCT y onepaTtMBHUM cuctemmma, (6)
cnabocT y MeHaLMeHTy MeMOPUWjOM U (7) ManuuuosHn codTeep

IutepaTypa

P.6p. AyTop Hasus N3paBay loanHa

Yuri Diogenes, Diogenes Cybersecurity — Attack and Defense Strategies:

1, o Infrastructure security with Red Team and Blue Team [Packt Publishing 2018
yakza -
tactics
. Social Engineering: The Science of Human Hacking, )
2, | Christopher Hadnagy 2nd Edition Wiley 2018
3, | Shancang Li Li Da Xu Securing the Internet of Things Syngress 2017

Hands-On Penetration Testing on Windows: Unleash
4, [Phil Bramwell Kali Linux, PowerShell, and Windows debugging tools |Packt Publishing 2018
for security testing and analysis

Learning Malware Analysis: Explore the concepts,
5, |Monnappa K A tools, and techniques to analyze and investigate Packt Publishing 2018
Windows malware

Seymour Bosworth, M. E.

6, Kabay, Eric Whyne Seymour Bosworth, M. E. Kabay, Eric Whyne Wiley 2014

7 Swarup Bhunia, Mark Hardw.a.re Security: A Hands-on Learning Approach Springer 2017
Tehranipoor 1st Edition

8, |Li, Shancang Securing the Internet of Things Rockland: Syngress 2017

[OparaH Mneckowuh, Hemara
9, |Mauek, Bopucnae hophesuh |CuUrypHOCT padyHapcKmMx cucTeMa u Mpexa MWKpo Krsura 2007
n Mapko Liapuh

. Teopujcka HacTasa MpakTnyHa HacTaBa Ocrano
Bpoj yacosa Bex6e [IOH CUP
aKTVBHe HacTaBe

3 0 3 0 0

MeToge n3ssohera HacTase

HacrtaBa ce ogBuja kpo3 npeAaBakba, AoAaaTHe 06nvke HacTaBe M KOHCynTaumje. Teopujcke OCHOBe Cce u3yyaBajy Ha npegaBakvma.
MpopybrenmBamwe 3Hawa 1 CTULAke NPakTUYHMX BELTUMHA OCTBapyje ce Kpo3 gopgaTtHe obnuke Hactase. NHTepakTuBHM paj ca
CTyAeHTMa ce ocTBapyje Kpo3 KoHcynTauuje.

OueHa 3Hatba (MakcumanHu 6poj noeHa 100)

MpeancnutHe obaBese ObaBe3Ha | lNoeHa 3aBpLuHM ncnut Ob6aBe3Ha | [lMoeHa
MpegmeTHM npojekaT Ja 50.00 | YcMeHu geo ncnurta Oa 50.00
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT

Hasue npegmera: 19.1B22 Ctpateruvje nicopmaumoHe 6e36enHocTu
HacTtaBHuK/HacTaBHULM: Bapra [. EpsuH, BaHpegHu npodecop

CraTyc npegmera: M360pHU

Bpoj ECIb: 6

Ycnos: Hema

MpeameTn npegycnosu: Hema

Linre npegmeTta

Linre kypca je ga Hayuu cTydeHTe Ja camocTanHo npuctyne uspaaun cBeobyxsaTHe cTpaTeruje nHdopmauuoHe 6e3benHocTn y
opraHu3aumnjama pasnuuute BenuumHe. 3a NocTusare Tor uurba he CTyAeHTU HayuuTu TeXHWKE ynpaBrbawa pecypcuma, aHanuse
pu3uka, byleTuparsa U nspage nonutuke 6esbegHocTn. CTyaeHTn he ce ynosHaTu U ca peneBaHTHUM CTaHAapAuMMa v OKBUpUMa Y
MHpopMaLmoHoj 6e36eHOCTM N HBUXOBMM OOHOCUMA ca cTpaTerMjom nHdopmaunoHe 6e3benHOCTL.

Mcxon npegmeta

CtyneHTn he 6uTn ocnocobrbeHn Aa oueHe KOMMMEKCHe yTuuaje n 3Havaj ctpatervja nHgopmaumoHe 6e3b6egHOCTM Ha LurbeBe
opraHu3auuja. buhe ocnocobrbeHn 3a n3pagy 6e3befHOCHMX NONUTUKA, NMpoLeca U akuumja koje omoryhaBajy nocTtusare nocnoBHUX
uurbeBa y cajoep npoctopy. Mocenosahe 3Hawe 3a npoueHy notpeba, kpempare ofroapajyhux cajoep ctpartervja 3a nogpLuKy
NOCMOBHUX UUIbeBa.

Cappxaj npegmeta

HeduHnumja cajoep npoctopa. CtpaTteruje cajoep 6e3beaHocTn. besbenHocT u cajbep NnpocTopy. YnpaBrbawe pecypcuma y KOHTEKCTY
nHpopmauvoHe 6e3beHOCTU. YNpaBrbakwe pusnumma. Ynpasrbawe KOMNIeKCHUM ogHocumMa y cajbep npoctopy. CTaHaapay v okBupu
y nHdopmaumoHoj 6e3beaHocTn. Ynpasrbake nHopmaunoHoM 6e36eaHoLwhy. AKTyenHn KOHNKKTY y cajoep npoctopy. MNnaHunpame
u n3papga nonutuke 6e36eaHocTun. MNnaHupare 1 n3paga Gyyeta. 3awTuTa byAcCKUX NpaBa. 3awTuTa nogataka. dPusndka 6e36eaHoOCT,
pusnum 1 gorafaju y hrsnykom oKpyxemy.

Jlutepatypa
P.6p. AyTop Hasus N3paBay lopguvHa
1 BojuH "pkoBuh 1 AnekcaHaap | TepmoeHepreTcka nocTpojera - NpojeKkToBame Hosu Cap : ®akyntet 2015
' | JoBaHoBuMh TexHonorvje paga u ynpaerawe pusmuuma TEXHUYKMX HayKa
2, |Fopaana Munocasrbesuth Pa3Boj nocnoBHMx nHopmaumoHmx cuctema BofleH  |Hosu Capg : PakynteT 2015
mogenvnma TEXHUYKMX HayKa
3, ®unun Kynuh, Anecarinap OcHoOBM cUcTEMa ayToMaTCKOr yrpaBibaka Hoeu Can : ®akynrer 2013
Puctuh, Munan Panavh TEXHUYKMX Hayka
Benumup Yonrpagad, Unuja .
4, | KameHko, durmn Kysuh, Ynpasreare npouecuma padyHapoM Kpo3 peLleHe Hosu Cag : ®akyntet 2013
Hukona JoprosaHosuh npuvepe TEXHUYKMX HayKa
5, |AparaH Kykore CurcTeMmn 3acHOBaHUW Ha payvyHapCKoj MHTENUIeHLUmMju THeiZMmS.ﬁ ;I;e;n:();me'r 2007
6, Tlmlothy Shimeall, Jonathan [Introduction to Information Security: A Strategic-Based Syngress 2013
Spring Approach
Cybersecurity — Attack and Defense Strategies:
7, | Yuri Diogenes, Erdal Ozkaya |Infrastructure security with Red Team and Blue Team |Packt Publishing 2018
tactics
. . (ISC)2 CISSP Certified Information Systems Security
8, g"t'gfv:r:‘aggﬁl cames Michael | professional Study Guide 2018: : With 150+ Practice | Sybex 2018
’ Questions
9, ggiuegrlszsnw' Hubbard, Richard How to Measure Anything in Cybersecurity Risk Wiley 2016
10, .?éﬁ%ﬁlry J. Tounill, C. Joseph Cybersecurity for Executives: A Practical Guide Wiley-AIChE 2014
Teopvjcka HacTasa MpakTnyHa HacTaBa Ocrano
Bpoj yacosa
aKTUBHe HacTaBe Bexbe AoH cnp
3 0 3 0 0

MeToae n3Bohera HacTaBe

MpenaBarsa; Apyrv o6nuum HacTaBe; KOHCynTaumje.
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OueHa 3Hatba (MakcumanHu 6poj noeHa 100)

MpeaucnutHe obaBese Ob6aBesHa | lNoeHa 3aBpLUHM nenut Ob6aBsesHa | [loeHa
MpeameTHM npojekat Ja 50.00 | Tect Da 20.00
MpucycTBo Ha npeaasakuMa Oa 5.00 | YcmeHn geo ucnuta Oa 20.00
MpucyctBo Ha Bexbama Ja 5.00

Oatym: 03.11.2021
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT

Hasue npegmera: 19.I1B31 YBopA y UCTpaxuBayku npouec
HacTtaBHuK/HacTaBHULM: Mwupkosuh P. MunaH, BaHpegHu npocdecop
CraTyc npegmera: M360pHU

Bpoj ECIb: 6

Ycnos: Hema

MpeameTn npegycnosu: Hema

Linre npegmeTta

Linre npeameTa npeacTtaBrba oBrajaBake OCHOBHUM 3HakMMa y NOAPYYjy UCTPaXMBaYKoOr Nnpoueca, OAHOCHO CTULaHhe KoMneTeHumja
Koje he omoryhnTtu ctygeHTMmMa ga caMocTanHo AedUHNUWY UCTpaxuBayvku npobnem Ha ageksaTaH HauuH, Aa AusajHupajy
UcTpaxuneayku HaupT npatehu npuxsaheHy meTodonorujy koja o6esbehyje TpaHCNapeHTHOCT U MOHOBILUBOCT UCTPaxXuBamwa, Aa
cnpoBefly MCTpaxuBake ocnawajyhu ce Ha oarosapajyhe metofe npukynrbaka nogataka, Te Aa NpUKynIbeHe nogaTke aHanusupajy
ynotpebom BanuaHux CTaTUCTUYKNX MeToAa M 4a Ha OCHOBY pe3yrnTaTa aHanuse UsByKy pefieBaHTHE U KBanuTeTHe 3aKrbyyke Koju Mory
OGUTK NpeACTaBIbEHN KaKo akaAeMCKoj Tako U CTPYYHOj 3ajeAHNUM Ha afeKBaTaH HauvH.

Mcxon npegmeta

CTypeHTn he no 3aBpleTKy Kypca buTn ocnocobrbeHn 3a camocTanHo nnaHupawe, AnsajHupake 1 n3Bofere UCTPaXKUBaYKnX
nogyxsata. Ovekyje ce Aa he cTyaeHTn ctehn koMneTeHuUwMje 3a opmynucarbe peneBaHTHUX UCTPaXNBaYKMX NUTaka, aeHTudunkaumjy
6uTHUX chbakTopa U ofabup agekBaTHUX MeTOAA UCTpaxuBaka 3a HEroBO ycrnelwHo crnpoBoferwe. KoHavyHo, cTyaeHTn he ctehn
BELUTWHE HEONXOAHe 3a Npukas pesyntata UcTpaxusarka CTPYYHOj jaBHOCTU, ynoTpebom caBpemeHux codTBEpPCKMX anaTta.

Cappxaj npegmeta

YBOAHM KOHLENTW, TEOPUjCKe MOCTaBKE WM NMPUHLMAWM UCTPaXnBaYKor npoueca, gedumHncamwe ncTpaxusadkor npobnema, saBucHe,
He3aBWCHe 1 nHTepBeHuwyhe Bapujabne y ncTpaxmsarmy, HUBOM U HAYUMHU Meperba, MocpeaHa U HenocpegHa Mepera, Noy3aaHocT,
Ta4yHOCT U rpeLlke Mepena, HaupTW UCTpaxnBaka, ynora KOHTPONMHMX rpyna, MeToAe U MPUHLMMM y30pKOBaka y UCTPaxuBamwy,
3aKrby4MBame Ha OCHOBY pesynTaTa UCTpaxuBara, 0bnvMKoBamwe 1 U3BeLUTaBawe O pe3ynTaTtuma NcTpaxmeara, anatu 3a nomoh y
UcTpaxusaky 1 0b6nMKoBamy Nprkasa UCTpaxuBama, NpeTpaxusame n pedepeHunpame n3sopa.

JlutepaTypa
P.6p. AyTop Hasus M3pasay [oaunHa
MHCTUTYT 3a nepgaroLuka
1, | Puctuh, XK. O uctpaxwusamwy, MeToay u pagy MCTpaXMBAILA 2006
2. |Williamson, K.: Johanson, G. Research Methods: Information, Systems, and Elsevier Science and 2017
Contexts Technology
3. |Patten, M.: Newhart, M. Unders'tandlng Research Methods: An Overviev of the Taylor & Francis 2018
Essentials
4, |Mupkosuh, M. YBOA Y UCTPaXxmMBaYKu NPOLLEC, eNEKTPOHCKa ckpunTa |PakynTeT TEXHUYKUX HayKa 2019
. Teopujcka HacTasa MpakTuyHa HacTasa Ocrano
Bpoj 4acosa Bex6e [IOH cupP
aKTUBHe HacTaBe
3 0 3 0 0

MeToge n3Bohera HacTaBe

HacTaBa Ha npegmeTy obGyxBaTa npefaBama y3 OCBPT Ha MpakTuyHe nprumMepe. Bex6e cy noTnyHo pavyyHapcke v Ha HUMa CTyAeHTH
KpO3 npakTuyaH paj npumetbyjy 3Hata cTeveHa Ha npegaBakuma, a 06aBesHMM NpojekTHUM 3a4aTKOM ce NOACTUYE paj y rpynama.

OueHa 3Hatba (MakcumanHu 6poj noeHa 100)

MpeancnutHe obaBese ObaBe3Ha | [lNoeHa 3aBpLuHM ncnut Ob6aBe3Ha | [lMoeHa
MpeaomeTHU(NpojekTHN)3agaTak [a 30.00 | YcMeHu geo ucnuta Ha 60.00
MpucycTBO Ha NnpeaaBarkuma Oa 10.00

Oatym: 03.11.2021 CtpaHa 19
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT

Hasus npegmera: 17.1ZMI13 CtaTucTmyke MeToae 1 CTPYKTYpanHO MOAENOoBakke y MHXEHEePCTBY
HacTtaBHuK/HacTaBHULM: Crojakosuh M. Muna, PegosHu npodecop

CraTyc npegmera: M360pHU

Bpoj ECIb: 4

Ycnos: Hema

MpeameTn npegycnosu: Hema

Linre npegmeTta

OcnocobrbaBake cTygeHaTa Ha ancTpakTHO MULWIIbEHE M CTULawe OCHOBHUX 3Hawa u3 obnactu CTtaTUCTUYKMX mMeTopa M
CTPYKTypasnHor MoAenoBawa y UHxewepcTBy. Linre npegmeTa je ga kop cTyaeHTa passuje nocebaH HaunH pasmuilurbarba npu
npoyyaBaky MacoBHUX MojaBa y obrnactu nHopmatuke. Kapaktep npegmMeTa je annukaTtuBHW, CTOra ce Aaje 3Hayvaj 3HamwKMa koja Mory
nojacHUTM KBAHTUTATMBHU NpUCTyn npobnemmma M3 obnacTtu ctyampawa. ¥3 TO CTyAeHTH ce ocnocobrbasajy 3a kopuwhere
cTatuctnykor naketa P. Liurs je ocnocobuTtn ctyaeHTe ga 3Hajy ogabpatu ogroapajyhe ctatuctnyke metoge, U3paauTu CTaTUCTUYKY
aHanuay u CyLUTUHCKM je obpasnuxuTi. To 3Hawe je Temerb 3a borbe pasymeBarbe CTpyyHe nuTepaType 1 3a ycnewlaH Hanpegak y
cTyavjama.

Mcxop npeameta

CTeueHa 3Hawa CTyAeHT Tpeba aa kopucTu y farbem o6pasoBakby 1 Yy CTPYYHUM NpeaMeTMa npasu 1 pellaBa MatemaTuyike mogene
kopuctehu ce casHarbMMa cTedeHum y oBoM npegmeTy. OBnagaBawem TEOPUjCKMM casHawuma u3 nogpydja CTaTMcTnykmx Metona u
CTPYKTypanHor MofenoBaka Yy VHXEHEPCTBY Koja ce M3yyaBajy Y OBOM MpeAMeTy Te BeluTMHa m3padyHaBakwa U Tymayewa
n3pavyHaTux CTaTUCTUYKMX MokKasaTerba.

Cappxaj npegmeta

BpojHe kapakTepucTuke - aucnepsuja, koBapujaHca, kopenauuja. MpaHu4He Teopeme. MNapameTtapcke 1 HenapameTapcke xvnorese v
TECTOBM 3HA4ajHOCTW, MHTEpNpeTaLmja CTaTUCTUYKMX 3aKibyvaka. AHanu3a BapujaHcu. PerpecmoHa aHanuaa: nuHepaHa, HenvHeapHa 1
noructnyka perpecuja. Busyanusauumja ctatnctnykux nogataka. CraTtucTtuykm mopenu y padyHapctBy . CtatucTtuuku naket P.
CTpyKTypanHo mogernoBame.

JlutepaTypa
P.6p. AyTop Hasus M3pasay [oaunHa
1, |Rand Wilcox Intro_ductlon to _F\_’obust Estimation and Hypothesis Elsevier, Amsterdam 2012
Testing 3rd Edition
2, ﬁf;zzéPaummna Kwkuh, OCHOBM CTaTUCTUYKE aHanunse CaBpemeHa agMuHuCTpaLmja 1979
XXwxkuh, Munesa Jlospuh, Llewrap 3a nsnasaky
3, M MeToaun cTaTucTMyke aHanuae nenatHocT EkoHomckor 2005
noapar
akynTteta

EHTap 3a n3gaBadk
MeToau ctaTucTUYKe aHanuse - 36Mp|<a peweHnx U' P - Y

4, | Bowkosuh, Onruua nenatHocT EkoHomckor 2005
3aparaka
dakynTteta
5. |Xayuh, O. Hymepuuke n ctatuctnyke metoge y obpaam MHcTutyT 3a matemaTuky, HoBun 1989
eKcnepyMeHTanHunx noparaka Can
6, | Ctojakosuh, M. BepoBsatHoha, ctaTucTika n cny4ajHu npouecu Symbol, Hosu Cag 2007
7, | CtojakoBuh, M. BepoeaTHoha 1 criyyajHu npouecu dakynTet TexHuKix Hayka, 2017
Hoeu Cag
YHuBep3utet y HoBom Capgy,
8 Crojakosuh, Muna Auuh, 36uvpka pelleHnx 3agataka ca MMCMeHux ucnuta n3  |Hay4yHo o6pa3oBHM MHCTUTYT 3a 1992
' |HeBeHka BepoBaTHONe 1 MaTeMaTnyke cTaTUCTUKe npuMeH-eHe OCHOBHE
AvcumnnnHe
_ Teopvjcka HacTaea MpakTnyHa HacTasa Ocrano
Bpoj uacoea Bexbe [IOH cup
aKTUBHe HacTaBe
2 0 0 2 0

MeToge n3sohera HacTase

MpepnaBara; Hymepunyko pavyHcke Bexbe u padyHapcke Bexbe(n3 cratuctuke). KoHcyntauuje. MNpenasatba ce n3Boge KOMOGMHOBaHO.
Ha npepaBarbuma ce nsnaxe TeopeTckn Aeo rpagvea nponpaheH KapakTepUcTUYHUM NpUMepuMa paau nakwer pasymeBaka rpagusa.
Ha Bexbama, Koja npaTe npefasaka, pafde ce KapakTepucTUyHU 3agaum u npoaybrbyje ce M3nNoxeHo rpaamnBo ca npedasaksa. [Mopen
npefasaksa 1 BexOW peoBHO ce oapxaBsajy U koHcynTauuje. [leo rpaamsa, KOjU YMHW NOTMYKY LIENNHY, MOXeE ce nonarat Uy TOKy
HacTaBHoOr npoueca y obnuky cnepgeha 2 moayna (MpBY MOAYM: CcTaTUCTUKA, APYTM MOAYN: CTPYKTyparHO MOAenoBame).

Oatym: 03.11.2021 CtpaHa 20




‘: 5 S YHMBEP3UTET Y HOBOM CALY, ®AKYNTET TEXHUNYKNX HAYKA
h MO
é’ﬁ % OAKYNTET TEXHUYKMX HAYKA 21000 HOBW CAL, TPIT JOCUTEJA OBPALJOBURA 6
?
';Q%%ﬁc AkpeauTauumja CTyamjckor nporpaMa
O
PLANT MACTEP AKAOEMCKE CTYOWNJE MHdopmaumoHa 6e3beaHocTt

CraHngapg 05. - Kypukynym

OueHa 3Hatba (MakcumanHu 6poj noeHa 100)

MpeancnutHe obaBese ObaBe3Ha | lNoeHa 3aBpLUHM ncnut ObaBe3Ha | [lMoeHa

Tect Ja 40.00 | Muicmenn peo ucnuta - koMGUHOBaHW 3adaum

. Oa 60.00
u Teopuja

Oatym: 03.11.2021 CtpaHa 21
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT
Hasue npegmera: 19.1B13 Be3begHocT payyHapckux Mpexa
HacTtaBHuK/HacTaBHULM: [Monoswh B. Mupocnas, PegosHu npodecop

Bawwnyesuh [. Nnuja, PegoBHn npocecop

Cratyc npeamerta: M360pHU
Bpoj ECIB: 6
Ycnos: Hema
MpeameTun npegycnosu: Hema

Linre npegmeTa

CTuuarbe 3Hawa I'IOTpe6HOF 3a NpumMeHy TeXHOJ'IOFVIja 3allTUTE pavyyHapPCKNX Mpexa 1 pasymeBame np06nema CUTYPHOCTU MpexXa.

Mcxop npeameta

HakoH ycneluHo 3aBpLueHor Kypca cTyaeHT (1) pasyme npobrnieme yrpoxasara 6e36e4HOCTV pavyHapckux Mpexa, (2) pasyme OCHOBHe
KOHLIeNnTe 3awTuTe padyHapckux mpexa u (3) nma notpebHa 3Hara 3a NpYMeHy TEXHOSOorja 3awTuTe padyHapckux Mpexa.

Cappxaj npegmeta

(1) yBoa y 6e36eaHOCT pavyHapckux Mpexa, (2) dhase v BpcTa Hanaga Ha padyHapcke mpexe, (3) Hanagu ogbujawem ycnyre, (4) SQL
Hanagw, (5) ypehaju 3a 3awTnty padyHapckmx Mmpexa, (6) aHoHMMHOCT Ha MIHTepHeTy u (7) Hanaau Ha HUBOY (bM3nYKe apXUTEKType.

JlutepaTypa

P.6p. AyTop Hasus M3pasay [oaunHa
. s The Practice of Network Security Monitoring:
1, |Richard Bejtiich Understanding Incident Detection and Response No starch press 2013
2,|C.Douligeris, D.N. Serpanos Network Security: Current Status and Future 2007

Directions

[OparaH Mneckorwuh, Hemara

3, |Mauek, bopucnae hophesuh |CurypHoCT padyHapcKMx cuctema u mpexa MwuKpo Krsura 2007
n Mapko Lapuh

Wnwuja bawwyesuh,

4, |Mupocnas lNonoswuh n OcHoBe payvyHapckux mpexa 1 dakynTeT TEXHUYKMX Hayka 2017
Bnagmmup Kosayeswuh

. Teopujcka HacTasa MpakTnyHa HacTaBa Ocrano
Bpoj yacosa Bex6e [IOH CUP
aKTViBHe HacTaBe

3 0 3 0 0

MeToge n3sohera HacTase

HacrtaBa ce ogBuja kpo3 npedaBarba, AoAaaTHe 0bnvke HacTaBe M KOHCynTaumje. Teopujcke OCHOBe Cce u3yyaBajy Ha npegaBakvma.
MpopybrenBamwe 3Hawa M CTULAkEe NPaKkTUYHMX BELTUMHA OCTBapyje ce Kpo3 gopgaTHe obnuke Hactase. HTepakTuBHM paj ca
CTyAeHTMa ce ocTBapyje Kpo3 KoHcynTaumje.

OueHa 3Hatba (MakcumanHu 6poj noeHa 100)

MpeancnutHe obaBese ObaBe3Ha | [lNoeHa 3aBpLuHM ncnut Ob6aBe3Ha | [lMoeHa
MpegmeTHU npojekaT Ja 50.00 | YcMeHu geo ucnurta Oa 50.00
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT

Hasue npegmera: 19.1B23 AHanu3a un peakumja Ha cajbep nHUnaeHTe
HacTtaBHuk/HacTaBHULMN: CenakoB X. AnekcaHgap, JoueHT

CraTyc npegmera: M360pHU

Bpoj ECIb: 6

Ycnos: Hema

MpeameTn npegycnosu: Hema

Linre npegmeTta

Linre oBor kypca je cTyaeHTVMa NpeHece 3Haka noTpebHa 3a An3ajH 1 usrpagwy TUMOBa 3a peakuujy Ha nHumaeHTe. OBaj unrs he 6utn
MOCTUrHYT AeTarbHUM NPUKa3oM U aHanmn3oM NpeThU, pakbMBOCTU, TUMOBA Hanafa, OAHOCHO TEXHWKA 3a MoAenvparbe Hanaga y cajoep
npoctopy. buhe gat n npernen peneBaHTHOr 3aKOHCKOT OKBUpA.

Mcxop npeameta

CTyneHTU cy ocnocobrbeHn aa HaBedy TUMNOBE NPeTHU U pawnBocTu y cajbep npoctopy. OcnocobrbeHu cy Aa Hanpase aeTarbHy
aHanuay u mogenupawe Hanaga. CTy4eHTU Cy CTEeKNN HeOoNMxoAHa 3Haka 3a aHanuay y3opaka Maneepa. CTygeHTU pasnukyjy
pasnuuuTe TUNOBE TMMOBA 3@ peakuujy Ha UHUMAEHTE U YNO3HaTK Cy ca MeToA0MorMjoM passoja 1 ynpaerbata LeHTpuMa 3a Haa3op
nHdopmaLumoHe 6e36eAHOCTU. YNO3HATK Cy ca pefieBaHTHUM 3aKOHCKUM akTUMa M eTUYKUM acnekTuma y JOMEHyY aHanuse u peakuuje
Ha MHUMAOEHTE.

Cappxaj npegmeta

MpuHuUmMnu cajbep 6e3beaHocTn u npueaTHocTu. [peTe M cnabocTu cuctema. Pasnuunte kateropuje Hanaga, MoAeny NoHalaka
Hanapgadva. Mogenuvpawe dasa cajbep Hanapa. YBoa y aHanu3y maneepa — KOHUEeNTU 1 meTogonoruja. Kateropuje nHuMpgeHara,
peakuuje Ha MHUMAEHTE M NMpaBOBpeMeHOCT peakuuje. OpraHusaumja v ynpaBrbake onepaTUBHUM LiEHTpMMa 3a HaA3op
uHdopmaunoHe 6e3beagHocT. TunoBM TMa 3a peakuujy Ha UHUMAEHTE, HNP. BOjHU, HAUMOHAMHU, Ha HUBOY KOMNaHuja. 3aKkoHw,
NMOA3aKOHCKU akTu, cTaHdapau, NonuTuke n etuka y cajoep 6e3benHoCTU U NpUBaATHOCTY.

Jlutepatypa

P.6p. AyTop Hasus N3paBay lopguvHa

CphaH Monos, hophe Fhocuh, Hosu Cag : dakyrrer

1, | Tarba Hosakosuh, IbunreaHa | Mogenosamwe 1 cumynauuja y ynpasrbaky pUsukom TEXHUYKMX HAVKa 2016
Monosuh y
2 | Fopnana Munocasreesuh Pa3Boj nocnoBHunx nHpopmaumoHmx cuctema BoheH |Hoeu Capg : Pakyntet 2015
| oPA mopenuma TEXHUYKMX HayKa
3 BojuH NpkoBuh n AnekcaHgap | TepmoeHepreTcka noCTpojera - NPojeKToBaHe Hoeu Cag : ®akyntet 2015
’ | JoBaHoBWN TexXHornoruje paga v ynpaserbake pusmummMa TEXHUYKMX HayKa
4. |Epanncnas Atnarvh CodTBep ca KpUTUYHUM OA3UBOM : MPOjEKTOBaHe Hosu Cap : ®akyntet 2015
- PP SCADA cuctema TEXHUYKMX Hayka
Benumup Yonrpagad, Unuja .
5, | Kamenko, unun Kynuh, Ynpasreane npouecrMa padyHapoM Kpo3 pelleHe Hosu Cap : ®akyntet 2013
npumepe TEXHUYKMX HayKa
Hwvkona JoproesaHoBsuh
6, | Eric C. Thompson Cybersecurity Incident Response: How to Contain, Apress 2018

Eradicate, and Recover from Incidents

N.K. McCarthy, Matthew The Computer Incident Response Planning

7, Todd, Jeff Klaben Handbogk: Exegutable Plans for Protecting McGraw-Hill Education 2012
Information at Risk
Learning Malware Analysis: Explore the concepts,
8, |Monnappa K A tools, and techniques to analyze and investigate Packt Publishing 2018
Windows malware
9, | Scott N. Schober Hacked Again ScottSchober.com Publishing 2016
10, |André Arnes Digital Forensics (1st Edition) Wiley 2017
_ Teopujcka HacTaBa MpakTuyHa HacTaea o
Bpoj 4acosa Bexbe [1OH cuP erane
aKTMBHe HacTaBe
3 0 3 0 0

MeToge n3sohera HacTase

MpepaBara; Apyrv o6IMUM HacTaBe; KoHcynTauuje.

Oatym: 03.11.2021 CtpaHa 23
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OueHa 3Hatba (MakcumanHu 6poj noeHa 100)

MpeaucnutHe obaBese Ob6aBesHa | lNoeHa 3aBpLUHM nenut Ob6aBsesHa | [loeHa
MpeameTHM npojekat Ja 50.00 | Tect Da 20.00
MpucycTBo Ha npeaasakuMa Oa 5.00 | YcmeHn geo ucnuta Oa 20.00
MpucyctBo Ha Bexbama Ja 5.00

Oatym: 03.11.2021

CtpaHa 24




NS ST, YHWUBEP3WTET Y HOBOM CALY, ®AKYNTET TEXHNYKMX HAYKA i
uur L%
é" %‘ ®AKYNTET TEXHUYKNX HAYKA 21000 HOBM CAfl, TPI JOCUTEJA OBPALIOBUTA 6 & %
£z 5
'é%%ﬁi AkpeguTaumja CTyamjckor nporpama A ;
Oﬂmm & MACTEP AKALIEMCKE CTYOWJE WHcopmaLmoHa 6e36enHOCT ¥

CraHngapg 05. - Kypukynym

Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT

Hasue npegmera: 19.I1B32 Cucrtem ynpaBsrbakba 6e36eaHowwhy nHcopmaumja
HacTtaBHuK/HacTaBHULM: Oenvh M. MunaH, BaHpegHu npodecop

CraTyc npegmera: M360pHU

Bpoj ECIb: 6

Ycnos: Hema

MpeameTn npegycnosu: Hema

Linre npegmeTta

Mpeamet Cuctem ynpasrbata 6e3beaHoluhy nHopmaumja n3ydasa ce y Luurby CTuLaka OCHOBHUX 3Haka HEONXOOHUX 3a ynpaBrbakbe
6e3bepnHowhy nHdopmaumnja. MayyaBajy ce 3axTeBu ctaHgapga ISO/IEC 27001 ca akTuBHOCTMMa NoTpebHUM 3a HeroBy
UMnneMeHTauujy, ynpaBsrbake pecypcruma, npenucnutuBarke of cTpaHe pykoBOACTBa U 06e3behewe MHTerputeta nHopmauumja y
cucTemy.

Mcxon npegmeta

KaHgupaT ce ynosHaje ca OCHOBHMM NOjMOBUMA M NpyHLMNUMA ynpaBrbaka 6e3begHowhy nHdopmaumja y npouecmma paga. Oa
3Harba Cy, y KOHTEeKCTy noTpeba koja Hamehy TpxuwTa faHalukbuLe, HEONXo4Ha CBakoOM MeHallepy 3a ycnelwHo oBbaBrbame CBOr
nocna, a Hajmamwe y obumy koju je HeonxodaH Aa 6u ce carneganu HajaHavajHWjU acnekTu cucTemMa 3a ynpasrbake 6e36egHolhy
MHdOpMaLmja y HEKOM NOCMIOBHOM CUCTEMY M HUXOB YTULAj Ha yrpaBibake MOCNoBaHkeM.

Cappxaj npegmeta

MecTo 1 ynora 6e36egHocTu nHpopmaumja y opraHmsaumju; OcHoBHM NojmMosu; CucteM 3a ynpasrbake 6e3benHolwhy MHpopmalmja -
ISMS; OaroBopHOCT pyKOBOACTBA, MHTEpPHE npoBepe; Mpeucnutrneare 1 yHanpehewe cuctema; AHanmsa puauka u JOKyMeHTOBaHe
cuctema; Ctanpapp ISO/IEC 27002 - mexaHu3mu ynpaBrbawa 6e3begHowhy nHdopmaumja; Mucawe nsjase o 6e3begHocTH
nHgpopmauuja; NepdopmaHce cucrtema.

IlutepaTtypa
P.6p. AyTop Hasus M3paBay [oanHa
1, |Bexep, 1., Pannosauu, B. Cuctem ynpaBrbana 6e3begHoluhy nHdopmaumja -  |NC-Uctpaxusadku n 2012
ckpunTa TexHonowku ueHtap Hosu Cag
- . . - Syngress Publishing, Inc.,
2, |Syngress Publishing, Inc. Security + Study Guide & DVD Training System Elsevier, Burlington, MA, USA 2007
3, Harold F. Tlpton, Micki Information security management handbook CRC Press LLC, Danvers, MA, 2003
Krause, editors USA
4, [Andress, Jason The Basics of Information Security Elsevier 2014
5, Talapls, Christopher D.; Information Security Risk Assessment Toolkit Elsevier 2013
Martin, Jason
6, | Gardner, Bill Thomas, Valerie |Building an Information Security Awareness Program |Elsevier 2014
dakynTeT TEXHUYKUX Hayka,
7, |BynaHoswuh, Bojucnas, eT. an. |MeToae n TexHuke yHanpehena npoueca paga [enapTmaH 3a UHAYCTPUjCKO 2012
WHXEHEPCTBO U MEHALIMEHT
PakynTeT TEXHUYKUX HaykKa,
8, |BynaHosuh, Bojucnas, eT. an. |Cuctem MeHaLMeHTa KBanmTeTom [enapTmaH 3a MHAYCTPUjCKO 2012
WHXEHEPCTBO U MEHALIMEHT
_ Teopvjcka HacTaBa MpakTuyHa HacTaBa Ocrano
Bpoj acosa Bex6e [1OH cuP
aKTUBHe HacTaBe
3 0 3 0 0

MeToge n3ssohera HacTase

MNpegaeakse. AyamtopHe Bexbe. KoHcynTauuje. OueHa ce (popMupa Ha OCHOBY ycriexa 13 nabopaTopujckmx BexOu, rpyrnHuX 3agartaka,
WCTIMTHOT 3a[aTka W YCMEHOr Aena ucnura.

OueHa 3Hara (MakcumanHu 6poj noeHa 100)

MpeancnutHe obaBese ObaBe3Ha | [MoeHa 3aBpLuHM ncnut Ob6aBe3Ha | [MoeHa
MpeameTHu npojekat Ja 40.00 I'IwcmeHyl [eo ucnvra - KOMGMHOBaHM 3agaum fa 50.00
MpucycTBO Ha NpeaaBarbuma Ja 5.00 |4 TEOPWE
MpucycTtBo Ha Bexxbama Ja 5.00

Oatym: 03.11.2021 CtpaHa 25
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT

Hasue npegmera: 19.1B11 Be3benHocT copTBEpPa
HacTtaBHuK/HacTaBHULM: Cnapguh C. lNopaH, PegosHu npodecop
CraTyc npegmera: M360pHU

Bpoj ECIb: 6

Ycnos: Hema

MpeameTn npegycnosu: Hema

Linre npegmeTta

Ocnocob6rbaBatbe CTyfeHaTta 3a NpUMeHy TEeXHUKa 3a Au3ajHupare, UMNeMeHTaumnjy u tectuparwe 6e3begHocHMX acnekara
copTBEPCKMX CUCTEMA.

Mcxon npegmeta

HakoH ycnelHo 3aBplueHor Kypca, CTYAEHTM Cy CTeKNN Teopujcka v npakTuyHa 3Hamwa 0 MHXewepuHry 6esbegHor codTeepa,
yKrby4yjyhun pasymeBane 6e36eqHOCHNX NpeTHMW, Hanada Koju peanuayjy NnpeThe n MeToAa 3a cnpeyaBake Hanaga. CTyaeHTu cy y
cTawy Aa AusajHupajy 6e3benHe apxuTekType codTBEpa, UMNNEMEHTUPAjy ko 6e3 pawnBOCTU U TecTupajy codpTeep Aa BepudUkyjy
werosy 6e36egHocT, pe3ynTyjyhu y KOHCTpykunju 6e3benHor codTeepa.

Cappxaj npegmeta

YBop# y UHXekepuHr 6e3beaHor codpTeepa: AedumHuLmja (MpeagMeT UHTEPECOBakba), OCHOBHM NOjMOBU, 6e36e4HOCHN 3axTeBU. AHanusa
TOKOBa MojaTaka: aHanu3a rpaHuua nosepewa, MMHMMU3aLMja TOKOBa nojaTaka, aHanusa v pefykuvja noBpliMHe 3a Hanag.
MopenoBake npeTHU: Nornea pecypca, nornes Hanagadva, nornen codpreepa. beabeaHocHn ansajH: npuHumnu 6e3GeaHor ausajHa,
wabnoHn 6e3benHor gu3ajHa, BUWecnojHa 3awTuta. Be6 6e36eaHocT: npeTkwe, Hanaau, pawbuBocTy, muturaumje. besbegHocT
ynpaBrbaHor koa: npeTwe, Hanaau, pakbuBocTH, MuTUrauuje. beabegHocT eHTepnpuce cuctema: npeTke, Hanagu, pawuBOCTH,
muturaumje. beabegHoCHO TecTupare: TecTupakwe 6e36eAHOCHUX 3axTeBa, TecTupawe MuTUrauuja, anaTtu 3a 6e36eaHOCHO
TecTupare, NeHeTpauMoHo TecTupame. besbegHa codTBepcka conyuuja: 6e3beagHa noctaBka codptBepa, nepmudepHr 6e3begHOCHM
anatu, 6e3benHo onepucawe codTBepa.

IlutepaTtypa
P.6p. AyTtop Hasns M3paBay loavHa
Security Engineering: A Guide to Building Dependable |,,,.
1, |Ross J. Anderson Distributed Systems, Second Edition Wiley 2008
2, mggs Ransome, Anmol Core Software Security: Security at the Source CRC Press 2013
3, |Adam Shostack Threat modeling: Designing for security Wiley 2014
4. |Brook Schoenfield Securing Systems: Applied Security Architecture and CRC Press 2015
Threat Models
5, |Pobept MapTuH JacaH kop - MpupyyHrK 3a nucare jacHux nporpama | MuKpo Krsura 2020
6, | PobepT L. MapTuH YuncTa apxutektypa Komnjytep 6ubnuoreka 2020
7, [Monnappa, KA 3awTtuTa og 3noHaMepHUX nporpamMa Komnjytep 6ubnuoteka 2019
Teopujcka HacTasa MpakTtnyHa HacTaea Ocrano
Bpoj yacosa
aKTUBHe HacTaBe Bexbe AOH cvp
3 0 3 0 0

MeToge n3Bohera HacTaBe

MpepaBawa; Opyru o6nmum HacTaee; KoHcynTaumje. Ucnut je ycmenun. OueHa ncnuta ce oopmupa Ha OCHOBY ycrnexa ca ofgdpaHe
npojekTa u yCMeHor ucnuTa.

OueHa 3Hatba (MakcumanHu 6poj noeHa 100)

MpeancnutHe obaBese ObaBe3Ha | [lNoeHa 3aBpLuHM ncnut ObaBe3Ha | [lMoeHa
MpegmeTHU npojekaT Ja 70.00 | YcMeHu geo ucnurta Oa 30.00

Oatym: 03.11.2021 CtpaHa 26
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT

Hasue npegmera: 19.1B24 ®unanyka 6e36e4HOCT M coumjanHn UHXEHEPUHT

HacTtaBHuK/HacTaBHULM: Jlengak N. mpe, BaHpegHu npodecop
CraTyc npegmera: M360pHU

Bpoj ECIB: 6

Ycnos: Hema

MpeameTn npegycnosu: Hema

Linre npegmeTta

Lnre npegmeTa je ctuuake 3Hawa o0 npeThama u 6e36eHOCHMM Mepama Kojuma ce WTuTe U3nyKe Tadke NpucTyna, OAHOCHO Koje
omoryhaBajy nsrpagky efykoBaHe 1 nojanHe pagHe cHare. OcTBapvBake rope HaBefeHor Lunrba je 3HavajHo, jep y cy un3nykm JOMeH
U Iby[CKN pecypcy Hajcnabuje kapuke y KOHTEKCTY MHdopmaLmoHe 6e3beaHOCTH.

Mcxop npeameta

Yno3HaToCT ca geTarbMma Hajno3HaTujux Hanaga 3noynotpebama uanykMx Tayaka npucTyna, ogHOCHO JbYACKUX pecypca.
Cnoco6GHoCT pa3Boja U NpuMeHe edekTUBHUX Mepa dusundke 6esbegHocTun. MNo3HaBawe perneBaHTHUX CTaHAapAa, 3akoHa U
cneyndukaumja Ha norby puanyke 6e3begHOCTM. YNO3HATOCT ca MeToAuMa uarpajmwe rojanHe pajHe cHare Koja je cBecHa
comcTUUMPaHNX TeXHWKa MOoTeHuMjanHux Hanagava.

Cappxaj npegmeTa

[nsajH 6e3benHMx payyHapckux LieHTapa 1 noctpojewa. ExkctepHe mepe 3awTtuTe, pacBeTa, orpage v 6apujepe. Mpo3opwu, BpaTa,
6paBe n cedosu. Kaptuue n buomeTtpujckm ceHsopu. Pusmyko obesbehnBame padyHapckux cuctema. TexHUKe Haa3opa y usnmykom
pomeHy. CtaHgapau y agomeHy dusundke 6e3beaHocTu. No3HaTy cnyyvajeBu Xxakepcknx Hanaga 3rnoynotpebom rbyackor enemeHTa.
MmnepcoHauuja. Usrpagwa nojanHe n 6e3benHocHo-efykoBaHe pagHe cHare. KOHTUHyanHW TpeHWH3n y oMeHy nHdopMaLloHe
6e3begHoOCTU.

IlutepaTtypa
P.6p. AyTop Hasus M3paBay [oanHa
1 Bnagumup OcTojuh, TaTtjaHa |lMpakTukym 3a pavyHapcke Bexbe us gurntanHe Hosu Cap : ®akyntet 2016
' | NoHyap-Typykano obpage cnuke TEXHUYKMX Hayka
2, |Papow PaguBojeBuh Couuonoruja TexHuke Hosu Can : ®akynrer 2015
TEXHUYKMX HayKa
3, |AHa MNeTposuh ®usuka : OCHOBU NpUMeHeHe dursmnke Hosu Can : ®akynrer 2003
TEXHUYKMX HayKa
4, [Wrop Mewwko TexHonoruja n3sohera rpybux rpaheBnHckux pagosa Hosu Can, ®akynrer 2016
TEXHUYKMX HayKa
5, |Munan WHuh Be3benHocT gpymckor caobpahaja Hosu Can : ®akynrer 2004
TEXHUYKMX HayKa
6, |Lawrence J. Fennelly Effective physical security Butterworth-Heinemann 2013
7, | Cristopher Hadnagy Social Engineering — The science of human hacking |Wiley 2018
8, | Will Gragido, John Pric Cybercrime and espionage Syngress 2011
[lparaH MNMneckowuh, Hemama
9, | Mauek, bopucnae hophesuh, | CUryHOpCT pauyHapCKnx cuctema u mpexa MuKpo Khsura 2007
Mapko Llapuh
. Teopujcka HacTaBa MpaktnyHa HacTasa OcTano
Bpoj acosa Bex6e [IOH cupP
aKTMBHe HacTase
3 0 3 0 0
MeTtone n3Bohewa HacTaBe
MpenaBama; Apyrn obnuum HacTaee; KOHCynTaumje.
OueHa 3Hara (MakcumanHu 6poj noeHa 100)

MpeancnutHe obaBese ObaBe3Ha | [MoeHa 3aBpLuHM ncnut Ob6aBe3Ha | [MoeHa
MpeameTHu npojekat Oa 50.00 | Tect Oa 20.00
MpucycTBo Ha npeaasat-uMa Na 5.00 | YcmeHn geo ucnuta Oa 20.00
MpucyctBo Ha Bexbama Ja 5.00
Oatym: 03.11.2021 CrpaHa 27
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT

Hasue npegmera: 19.1B33 AHanu3aa pu3anka n 6e36enHocT nHcopmaumja
HacTtaBHuK/HacTaBHULM: Pukanosuh M. AnekcaHgap, BanpegHu npodecop
CraTyc npegmera: M360pHU

Bpoj ECIb: 6

Ycnos: Hema

MpeameTn npegycnosu: Hema

Linre npegmeTta

Linrs npeameTa npeacTtasrba oBnajaBakbe OCHOBHUM 3HakeM U3 aHanusa pusunka u 6e3benHocTu uHdopmaumja y cBpxy
cBeoyb6xaBTHe 3aliTUTe NOBEPIbMBOCTU MHGOPMauuja cuctema (npeayseha). OCHOBHU UMb NMpegMeTa je Aa MacTep UHXeHep
UHpopMaLmoHe 6e36e4HOCTM CTEKHE KOMMNEHTEHLMjE 3a yrpaBIbake NpeThama no MHgopmaumoHy 6e3begHOCT cucTeMa LWTO
nogpasymesa:

- naeHTUdrKaumjy npeTn

- aHanuasy pakbuBOCTU

- AedmHUCare yTuLaja 1 npoueHa BepoBaTHohe HUXOBUX MNojaBa

- NNaHnpame aKTMBHOCTU 3a MUHUMK30BaHe yTuLaja 1 BepoBaTHONE NOTEHUMjanHNUX NPETHN U pabUBOCTU CUCTEMA.

Mcxon npegmeta

CtyneHTn he 6uTKM ocnocobrbeHn 3a NPUMEHY HanpegHUX CTaTUCTUYKUX U MaTeMaTUYKMX MeToda 3a notpebe AHanusa puauka u
6e3begHoCT MHpopMaLmja.

Cappxaj npegmeta

YBoaHa pa3maTpama. N3asosn nHpopmaunoHe 6e3beaHoctn y MHayctpujm 4.0. AHanmnsa pusumka n 6e3begHocTn uHgopmaumja.
MpoeHTudukaumja pusmka. MNMpahewe pusmka. SWOT aHanusa n 6e3begHoctn nHdopmauwmja. lNMporHosa u npeasuhare pusnka.
HanpegHe meToge npoueHe pusuka. Ynpasrbawe pusunkoM. MNpumepn gobpe npakce.

JlutepaTypa
P.6p. AyTop Hasus M3pasay [oaunHa
1, | Anexcarnap Pukanosuh éHanmsa pu3smnka n 6e3beaHocTn Hdopmauuja - ®TH, YHC 2019
TNeKTpPOHCKa ckpunTa
2, |Domenic Antonucci The Cyber Risk Handbook Willey 2019
3, | Thomas R. Peltier Information Security Risk Analysis Taylor & Francis Group 2005
4, Michael E. Whitman, Herbert Management of Information Security Management of Information 2016
J. Mattord Security
5, |Lambert Paul A user&quot;s guide to data protection London:_ Bloomsbury 2018
Professional
6, |Maning. Christopher D. An Introduction to Information Retrieval Cambridge University Press 2009
7, | 0O&quot;Brien, James A. Management information systems Boston: McGraw-Hill Irwin 2009
8, | Moeabito Vincenzo Big data and analytics Cham [Switzerland]: Springer 2015
9, Herl.’ Susanto, Mohammad Information Security Management Systems Apple Academic Press 2018
Nabil Alimunawar
10, | Bajaruh, Mnagen Ynora u 3Hauaj TeXHUIKOr MeTofia Y Npukyrrbary Beorpaa: BojHoTeXHUYKM 2011
obaBeLuTajHMX MHdopMaLuja WHCTUTYT
. Teopujcka HacTasa MpakTtnyHa HacTaea Ocrano
Bpoj 4acosa Bex6e [IOH cup
aKTUBHe HacTaBe
3 0 3 0 0

MeToge n3Bohera HacTaBe

HacrtaBa Ha npegmeTy obyxBaTa npefaBaka U padyHapcke Bex6e. TOKOM cemecTpa CTyaeHT je obaBe3aH Aa ypaau npojekart rge he
NPUMEHNTN CTeveHa 3Hata 13 obnacT n3 aHanusa pusmka u 6e3begHocTv uHopmaumja.

OueHa 3Hatba (MakcumanHu 6poj noeHa 100)

MpeancnutHe obaBese ObaBe3Ha | lNoeHa 3aBpLuHM ncnut Ob6aBe3Ha | [lMoeHa
MpeameTHU npojekat a 40.00 | Teopujckn geo ucnuta Oa 50.00
MpucycTBo Ha NpegaBamwymMa JOa 5.00
MpucycTBo Ha BexGama Ja 5.00

Oatym: 03.11.2021 CtpaHa 28
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT

Hasue npegmera: 17.E2501 Cuctemu enekTpoHckor nnahawa

HacTtaBHuK/HacTaBHULM: Cnapguh C. lNopaH, PegosHu npodecop

Bupakosuh IN. MunaH, PegoBHn npodgecop

Cratyc npeamerta: M360pHU
Bpoj ECIB: 6
Ycnos: Hema
MpeameTun npegycnosu: Hema

Linre npegmeTa

YnosHaBake CTygeHaTa ca Moenvma v TexHonormjama cucteMuma 3a enekTpoHcko nnahawe. CTuuatkbe 3Hatba U BeWwTUHa 3a
npojekToBake OfpxaBatbe CUCTEMA 3a eNeKTPOHCKO nnaharse.

Mcxon npegmeta

HakoH ycneLuHo 3aBpLUeHOr Kypca CTYAEHT je y CTaky Aa Npumersyje NpuHumMne, TexHonorvje n ctargaapae us obnactu enekTpoHcKor
nnahata y npojekToBaky M pa3sBojy pasnuMunTux copTBEpCKUX CMCTEMa enekTpoHcKor nnahawa, kao u ga yHanpehyje noctojehe
cucTteme enekTpoHckor nnahama.

Cappxaj npeameta

MnaTHW NpomeT: opraHu3auuja, MHCTPYMEHTU NNaTHOr npomeTa, Agomahu n MefyHapodHW NnaTHW NPOMET, Mpexe 3a PUHaHCKjCKY
pasmeHy (TARGET, SWIFT), cpeactea enekTpoHcKor nnaTHor npomeTta. [MnatHe kapTuue: BpCcTe, acouunjaumje 3a nnatHe Kaptuue,
noctynak nnahawa kapTuuama, ctaHgapam nnaTtHux kaptuua. MarHeTHe kapTuue: cTaHgapauw, CTPYKTypa, caapXaj, kopuwhene, PIN
KOOOBW, Hanaau Ha kapTuue. Smart kapTuue: CTpykTypa, BpCcTe, CTaHOgapau, opraHusaumnja, mogynu, dajn cucteM, Kibyyesu,
KOMyHMKaumja ca kaptuuom, Java smart kaptuue, Hanagu Ha kaptuue. EVM ctangapa: HameHa, opradm3auuja, dajn cuctem smart
KapTuua, npeacrasrbake nogartaka, EMV TpaHcakuuja. Kpunto BanyTe: HacTaHak, BpcTe, TexHonoruje, blockchain, koHceHsyc,
AncTpubympaHocT, TpaHcakuuje, mining, 6e3beaHoct. OHNMHe nNnahawa: onwTe kapaktepcTuke, 3D Secure. MobunHa nnahaka:
MOGUITHN nNnaTHu cuctemun, mogenu nnahawa, EMV mobune cranpgapa. [vrutanHe BanyTe: onwTe KapakTepucTuke, TUNOBU U
TexHornoruje kpuntoBanyTa. [peBape y cuctemrMa eneKkTpoHcKor nnahawa: OHMWMHe NpeBape, eBonyuuja, BpCcTe NpeBapa, y4ecHUUM y
npeeBapama, ynpasrbake NpeBEHUMOM U 3alITUTOM Of NpeBapa, TEXHWKE 3a NpeBeHLMjy npeBapa.

IlutepaTtypa
P.6p. AyTop Hasus M3paBay [oanHa
1, D. OM.ahony, M. Peirce, H. Elelc':tronlc Payment Systems for E-Commerce, 2nd Artech House 2001
Tewari edition
2,|C. Radu Implementing Electronic Card Payment Systems Artech House 2002
3, |W. Rankl Smart Card Handbook, 2nd edition Wiley and Sons 2004
4,|D. Montague Essent|a}|s of Online Payment Security and Fraud John Wiley and Sons 2011
Prevention
5. | Bruce Schneier MpumetrbeHa KpmnT_orpaqama: NpOTOKONM, anropuTMn MUKpO KibMra 2007
1 N3BOPHM KoA Ha je3uky L, npesoa apyror nagamwa
6, [EMVCo EMV Specifications EMVCo 2008
Arvind Narayanan, Joseph
Bonneau, Edward Felten, Bitcoin and Cryptocurrency Technologies: A
7, Andrew Miller, Steven Comprehensive Introduction MpuHueToH Yhusepcury Mpecc | 2016
Goldfeder
Mastering Bitcoin - Programming the Open .
8, | Andreas M. Antonopoulos Blockchain, 2nd eddition OReilly 2017
9 Gilberto NaJera-Gutl_errez, KALI LINUX Tectupane HenpobojHocTu Beba I KOMMJYTEP BMENVOTEKA 2018
Juned Ahmed Ansari n3game
_ Teopvjcka HacTaea MpakTnyHa HacTasa Ocrano
Bpoj uacoea Bexbe [IOH cup
aKTMBHe HacTaBe
3 0 2 0 0
MeToge n3sohera HacTase
MpepaBama; PauyHapcke Bex6Ge; KoHcynTauuje.
McnuT je yemenn. OueHa ucnmta ce popmmupa Ha OCHOBY ycriexa ca nabopaTopujckux Bex0u n ycmeHor ncnura.
OueHa 3Hara (MakcumanHu 6poj noeHa 100)
MpeancnutHe obaBese O6aBe3Ha | [MoeHa 3aBpLuHM ncnut O6aBe3Ha | [MoeHa
OpbpaHa npojekTta Na 50.00 | YcmeHu geo ncnuta Oa 50.00
Oatym: 03.11.2021 CrpaHa 29
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT
Hasue npegmera: 19.1B25 AHanu3a nogataka y nHgpopmaumoHoj 6e3begHoctn
HacTtaBHuK/HacTaBHULM: Bapra [. EpsuH, BaHpegHu npodecop

NeHpak . Nmpe, BanpegHu npodecop

Cratyc npeamerta: M360pHU
Bpoj ECIB: 6
Ycnos: Hema
MpeameTun npegycnosu: Hema

Linre npegmeTa

Linre npeameTta AHanunsa nogataka y nHdopmMaLmoHoj 6e3beaHoCTH je Aa npunpemm CTyAeHTe 3a ycneLwHo n3Boferwe pagHux 3agataka
aHanuTM4apa uHpopmaumoHe 6e36eaHocTn BULWLMX HMBOA (112/113). Benuka je noTpaxta 3a ekcriepTuma ca 3HakeM Yy 0Boj obrnacTtu y
pasnuyMTUM UHAYCTPUjama, HNp. ouHaHcmHjcke nHgpacTpykType (Hnp.. 6aHke, onepaTopy cuctema KpeauTHUX KapTuua), Benvke Myntu-
HaLMOHanHe KoMnaHuje, MMHMCTapCTBa W pa3HV TUMOBM 3a peakuujy Ha UHLMOEHTE.

Mcxon npegmeta

CTtyaeHT he ce ynosHaTu ca pasnuMuuTMM TUNOBMMA NojaTaka Koju ce NpuKynrbajy y npouecy Haasopa. M3yuuhe TexHuke 3a
npuKkynrbake, MHMUmMjanHy obpagy v cknaguwterwe nogataka. YnosHahe ce ca pellewuma 3a aHanusy u BUsyenusauujy nogataka.
[etamHo he ce yno3HaTu ca pasHMM TexHuMKama v M3a3oBMMa y npouecy getekunje aHomanwuja. CtygeHtn he ce ynosHaTtu ca
npoLecoMm paga MoAepHUX onepaTUBHUX LieHTapa 3a Haa3op MHdopmauunoHe 6e3begHocTu.

Cappxaj npegmeta

TunoBu nogaTtaka y Haa3opy cuctema u mpexa. lNpecpeTtawe mpexHor caobpahaja. PegykoBaHu, TeKCTyanHU ONMUCKU MPEXHOT
caobpahaj. NMogaum o KOMyHMKaLMOHUM cecujamMa. JloroBuM onepaTMBHUX cucTema U annukauuja. [lojaBe o HOBMM TunoBuma
uHUnaeHaTta. MexaHuaMu geTekumje v MHAMKaTOpY UHUMAeHaTa. AHanusa nogataka 6asvpaHa Ha npasunuMa u penytauuju. etekumja
aHoManwuja cTatTuCTUYKMM MeToauma. [leTekumja aHoManuja MalnMHCKUM y4yeweM. TUMOBM 3a peakuunjy Ha nHunaeHTe. AHanusa
nogartaka U aytomaTtusalmja npoueca y onepaTUBHUM LeHTpuMa 3a Haa3op uHdopmaunoHe 6eb3egHocT.

JlutepaTypa
P.6p. AyTop Hasns M3paBay [ognHa
1 Bnagumup OcTojuh, TaTtjaHa |lMNpakTukym 3a payyHapcke Bexbe ns gurutanHe Hosu Cap : ®akyntet 2016
" | NNonuap-Typykano obpape cnvike TEXHUYKMX HayKa
Oapko Yanko, CphaH . .
2, | Bykmmposuh, fly6paska OpabpaHa nornaerba U3 mogenosaka v cumynaumje |Hosu Capg : ®akynrtet 2016
EoiaHuh cuctema y Matnaby TEXHUYKMX HayKa
0jaHu
3, | MapuH Noctumuposuh Bbasa nogataka obpagHux npoweca Hosu Can : Gakynrer 2013
TEXHUYKMX HayKa
4, | Qparan Kykorb CuncteMmn 3acHOBaHM Ha padvyHapCKOj MHTENUIeHLMjU Hosu Can , ®akynrer 2007
TEXHUYKMX HayKa
5. | Momunrio Hoskosuh Henm.aeapum Mopenu BpeMeHckux cepuja : gonpuHoc |Hosu Capg : PakynteT 2002
TEopUju 1 nNpakcu TEXHUYKMX HayKa
6, | Chris Sanders, Jason Smith | Applied network security monitoring Syngress 2014
7, |Leslie F. Sikos Al in Cybersecurity Springer 2018
8, Clarence Chio, David M.achlne Learning apd Security: Protecting Systems OReilly Media 2018
Freeman with Data and Algorithms
9, | Sumeet Dua, Xian Du Data mining and machine learning in cybersecurity Auerbach Publications 2016
10, | Soma Halder Hands-on Machine Learning for Cybersecurity Packt Publishing 2018
. Teopujcka HacTaga MpakTnyHa HacTasa Ocrano
Bpoj acosa Bex6e [IOH cupP
aKTMBHe HacTase
3 0 3 0 0

MeToge n3Bohera HacTaBe

MpenaBamsa; apyrm obnmum HacTase; KOHCYJ'ITaLlVIje.
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OueHa 3Hatba (MakcumanHu 6poj noeHa 100)

MpeaucnutHe obaBese Ob6aBesHa | lNoeHa 3aBpLUHM nenut Ob6aBsesHa | [loeHa
MpeameTHM npojekat Ja 50.00 | Tect Da 20.00
MpucycTBo Ha npeaasakuMa Oa 5.00 | YcmeHn geo ucnuta Oa 20.00
MpucyctBo Ha Bexbama Ja 5.00

Oatym: 03.11.2021
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT

Hasue npegmerta: 19.1B34 NHTerpaumja nHdopmaumoHmx cuctema n APl meHalmeHT
HacTtaBHuK/HacTaBHULM: CredpaHosuh M. [lapko, BaHpeaHu npodecop

CraTyc npegmera: M360pHU

Bpoj ECIb: 6

Ycnos: Hema

MpeameTn npegycnosu: Hema

Linre npegmeTta

Lnre npeagmeta MHTerpaumja nidopmauunonnx cuctema n APl MeHalMeHT jecTe oBnajaBake OCHOBHUM 3HaheM HEOMNXOAHMM 3a
pasymeBate notpeba 3a nHTerpaumjama BeNMKMX CMCTEMA U 3Ha4aja ynpasrbakba nporpamvmMa y npouecrMma HUXoBor MHTerpucama,
Kao 1 MeTodama 3a cnpoBohene TUX npoteca.

Mcxop npeameta

CTyaeHTV he ce yno3HaTyt ca OCHOBHVUM NPUHLUMNMMA W NMOjMOBUMA Be3aHUM 3a WHTerpaumje MHpopmaLlmoHnx cuctema v, no 3aspLueTky
Kypca, 6uhe ocnocobrbeHn fa caMoCTanHo UCMpPOjekTyjy KOMyHuKauujy namehy Bulle cucTtema nporpaMmvmparemM jeqUHCTBEHOT
UHTepdejca koju AedUHMLLIE HAYMH Ha KOju annukauuvje pasmemyjy nHgopmaumje. Takofe, ctyaeHTn he oBnagatu Kopuwhewem
caBpeMeHuX anaTta 3a npojekToBake nHTerpaumja u nporpammuparse APIl-ja.

Cappxaj npegmeTa

OcHoBHM NojMoBM Be3aHu 3a uHTerpaumje, XML — eXtensible Markup Language, JSON — JavaScript Object Notation, RESTful Be6
cepsucu, RAML — Representational State Transfer, XXusotHu uuknyc APIl-ja, YnosHaBare ca Anypoint Platformom u Anypoint Studiom,
MpaBreewe annukauuja y Anypoint Studiu, MEL — Mule Expression Language, Ctpyktypupamwe Mule annukauuja, Opranunsaumja Mule
annukaumja, KomyHukauumja ca Beb cepsucuma, Obpaga v npahewe rpewaka, YnpaBrbawe TOKOoBMMa nopyka, DataWeave
TpaHdopmauuje, KoHekToBake Ha AopaTHe/eKcTepHe pecypce.

IlutepaTtypa
P.6p. AyTop Hasus M3paBay [oanHa
1, |Nonuh, T., Credparosun, . WHTerpauuja uHdopmaumoHux cuctema n API ®TH 2020
MeHaLIMEHT — YLIGEHUK Yy Npunpemu
2, | Nonuh, T., Crecharosuh, I, MHTerpaumja MHOPMaLMOHNX CUCTEMA: OCHOBHM ®TH 2019
KOHLIeNTW — eneKTPoHCKa cKpunTa
3, |Nonwuh, T, CtecaHosuh, [. YKuBoTHu uuknyc APl-ja — enekTpoHcka ckpunta OTH 2019
4, | SOA Software, Inc. Building Successful APIs SOA Software, Inc. 2012
5, BOSSOt‘ D., CEmic, J., Mule in Action, 2nd edition Manning 2014
omero, V.
6, | Carter, R. Getting started with Mule Cloud Connect OReilly 2012
_ Teopvjcka HacTaBa MpakTuyHa HacTaBa Ocrano
Bpoj uacoea Bexbe [IOH cup
aKTMBHe HacTaBe
3 0 3 0 0

MeToge n3sohera HacTase

HacTtaBa Ha npegmeTy obGyxBaTa npefaBatba ca NpMMeprMa pasBoja UHTerpaumja MHopMaUrMoHUX cucteMa n objallbersuma CBrxX
KOHLienaTa Koju Cy cacTaBHW [4eo npoueca nHTerpucawa. Bexbe cy Tokom Lenor neproaa n3soferwa nogpxxaHe pavyyHapoM u Kpo3
npakTu4yaH, HTepakTMBaH paj Ha 3ajeAHWYKOM NMpuMepy, CTYAEHTU NMpUMekYjy 3Hawa CTevyeHa Ha npepaBakvma. ObaBesHUM
NPOojeKTHUM 3a4aTKOM CTyAEeHTU Nnokasyjy cnocoBHOCT 3a camoCTarnHy NpaKkTUYHY NPUMEHY CTeYeHOr 3Hakba.

OueHa 3Hara (MakcumanHu 6poj noeHa 100)

MpeancnutHe obaBese O6aBe3Ha | [MoeHa 3aBpLuHM ncnut O6aBe3Ha | [MoeHa
MpeameTHU(NpojekTHN)3anaTak Ja 40.00 | MpakTnyHmM aeo ucnuta - 3agaum Ja 30.00
Tect Oa 30.00
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT

HaswB npeamerta: 19.1B26 Be3begHocTt payyHapcTBa y obnaky
HacTtaBHuk/HacTaBHULMN: CenakoB X. AnekcaHgap, JoueHT

CraTyc npegmera: M360pHU

Bpoj ECIb: 6

Ycnos: Hema

MpeameTn npegycnosu: Hema

Linre npegmeTta

L npeamerta je ynosHaBawe ca HOBMM M3a30BMMa Ha norby nHdopmaunoHe 6e36egHOCTM cucTema Koja cy y Lefnoctu unm
AenvMUYHO murpupaHa y cloud, ca nocebHum Harnackom Ha cneunduyHe npobneme ynotpebe cloud-6asvpaHux pelwewa y
UHPpacTpykTypHUM cuctemuma. CarnegaBamwe npobrnemMa Ha norby 6e36eqHOCTM NofaTtaka U cepBuUca y padyHapckom obnaky.
YnosHaBake ca NpaBHUM OKBMPOM W peneBaHTHUM CcTaHgapAMMa. Yno3HaBawe ca (PyHKUMOHUCaHkEM UM akTUBHOCTMMA Tena Koja
yyecTByjy y pa3Bojy obnactu nigopmaumoHe 6e3begHoctu cloud-6a3upaHux cucrema.

Mcxop npeameta

CTyaeHTV cy ynosHaTu ca pasnukama Ha nosby nHgopmaumoHe 6es3begHocTn namehy TpaguumnoHanHux u cloud-6asmpaHux
UHopMaLmoHmx cuctema. CnocoGHOCT Moaenupatrsa npeThi y cloud okpyxeny. CTuLawe HEONXOOHOT 3Haka 3a pa3Boj be3begHoOCHe
apxutekType cloud-6asmpaHux cuctema. CnocobHocT ogabupa n npuMmeHe ogroBapajyhux mepa y 3awTutu nogataka u cepsuca y
payyHapcTBy y o6naky. lNosHaBare peneBaHTHUX opraHusaumja, ctaHgapaa u cneundukaumja Ha norby cloud-6asmpaHux cuctema.
Mo3HaBake MehyHapogHOr npaBHOr OKBMPa KOjuU perynuile akTMBHOCTM YuHuoua cloud-6a3npaHux cuctema, HNp. npyxaoua
padyapckux ycnyra y obnaky. [o3HaBawe HanpeaHWX TeXHVKa 3a ynpaBribakwe Yy pavyyHapckum cuctemuma y obnaky.

Cappxaj npegmeta

OCHOBHM KOHLENTU 1 pa3Boj 6e3benHocHe apxutekType cloud-6asupaHux cuctema. 3awTtuta cloud gata ueHtapa. Mnatdopma n
uHpacTpykTypa. be3begHocT nogataka n cepsuca. Ynpasrbare onepauujama y cloud-6asnpaHom okpyxery. CUrYpHOCT Kao cepBuC.
MehyHapoaHu npaBHM OKBUP Y perynucawy npuBaTtHocTu n 6e3benHocTtu cloud-6a3npaHux cuctema. PeneBaHTHe opraHusauuje,
cTaHgapav v cneuundukauvje y AOMeHy padyHapcTsa y obnaky.

JlutepaTypa
P.6p. AyTop Hasus M3pasay [oaunHa
1 >Kusko bojosuh, JeneHa LLyx, | PayyHapcke Mpexe 3acHoBaHe Ha VIHTepHeT Hosu Cap : ®akyntet 2017
" | Emun LWWehepos NpOTOKOMY : NPaKTUKyM 3a NabopaTopujcke Bexbe TEXHUYKMX HayKa
Wnwvja Bawnuesuh, Hosu Cag : ®akynret
2, |Mupocnas lMonosuh, OcHoBe padyHapckmx mpexa 1 TeXHVI‘-IKI/IF)l( .Ha K;’ 2017
Bnaavmup Kosaueswuh Y
3, |Pactucnas Crpyxapuk lMpojekToBame CNOXeHUX AMrnTanHux cuctema : Hosu Cap : ®akyntet 2017
pavyHapcke Bexbe TEXHUYKMX HayKa
4, |ropaara Munocasrbesuth Pa3Boj nocnoBHMx nHopmaumoHmx cuctema BofleH  |Hosu Capg : PakynteT 2015
mogenvnma TEXHUYKMX HayKa
. Hosu Cap : ®akyntet
5, |Mupocnas Xajgykosuh OnepatuBHU cuctemm (Npobremm n cTpykTypa) TEXHUIKIX HayKa 2013
6, |Samani R. & Reavis J. CS_A Guide to Cloqd Computing: Implementing Cloud Syngress 2014
Privacy and Security
Beyer B., Jones C., Petoff J. . S . . .
7, and Murphy N.R. Site Reliability Engineering (SRE) OReilly 2016
8, |Krutz R.L. & Vines R.D. Cloud Securlty_: A Comprehensive Guide to Secure Wiley 2010
Cloud Computing
_ Teopvjcka HacTaBa MpakTnyHa HacTasa Ocrano
Bpoj uacoea Bexbe [IOH cup
aKTUBHe HacTaBe
3 0 3 0 0
MeToge n3sohera HacTase
MpepaBama; Opyrv o6nmum HacTaBe; KOHCynTauuje.
OueHa 3Hatba (MakcumanHu 6poj noeHa 100)

MpeancnutHe obaBese ObaBe3Ha | lNoeHa 3aBpLuHM ncnut Ob6aBe3Ha | [lMoeHa
MpeameTHW npojekaT Ja 50.00 | Mucmenn geo ncnuta - kOMGUHOBaHW 3apaum a 20.00
MpucycTtBo Ha BexxbGama Ja 5.00 1 Teopuvja
FprcycTBO Ha BeXGama Ia 500 YcmeHn geo ucnuta Oa 20.00
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT

Hasue npegmera: 19.1B35 Ynpasrbame npojektuma y nHgpopmaumoHoj 6e3begHoctn
HacTtaBHuK/HacTaBHULM: Jlanuh . bojaH, PegoBHu npodecop

CraTyc npegmera: M360pHU

Bpoj ECIb: 6

Ycnos: Hema

MpeameTn npegycnosu: Hema

Linre npegmeTta

O6pas3oBHU UUIb NpegmMeTa NpeAcTaBiba OBNajaBake OCHOBHUM 3HaKEM Y NoApyYjy ynpasrbaka npojektuma. lNpegmet pasmarpa
KOHLenTe n 3Hawa o hopmanHMM nocTynumma ynpasrbaka NpojekTuma W npuMeHy Benukor 6poja anaTta, Metoda M TexXHWKa
noTpebHNX 3a edeKTUBHO U epUKACHO ynpaBIbake NPOjEKTOM Kako 61 ce pe3ynTaTu NpojekTa OCTBapwunu y nrnaHMpaHo BpeMe 1 ca
nnaHmpaHuMm cpeacteuma. Liure npegmeTa jecte u ynosHaBake CTyAeHaTa ca KOHLENTOM CTpaTeLlKor ynpaBibaka npojektuma u
ynpasrbaka cTpaternjom npegyseha nomohy npojekata kako 6u ce ocnocobunu 3a koopanHaLMjy 1 ycMepaBake npojekaTta y cknagy
ca NocTaBIbEHNM 3axTEBMMA U CTpaTELLKUM LurbeBnMa npegyseha.

Linre npeameTte je ga AMnnoMupaHu nHxerep MHPOPMaLMOHNUX TEXHOMOrMja CTeKHe KOMMNeTeHUuje 3a ynpaBrbakbe NpojekTuma
nHdopmaunoHe 6e3befHOCTM y3 NPUMEHY HanpeAHWX anata U TexHVKa 3a ynpasrbake NpojekTuma.

Mcxon npegmeta

CTyAeHTH koju peanusyjy npeancnutHe obasese n nonoxe ucnut he 6utn ocnocobreenn ga: (1) pasymejy 3Havaj ynpasrbama
npojekTuMa 3a oCTBapeH-e NMOCMOBHUX LIMIbEBA, (2) padymejy 3Hayaj NpUMeHe pasnuuuTUX anaTta 1 TeXHWKa y ynpasrbaky NpojekTuma,
(3) na 6yay ocnocobrbeHu 3a NpuMeHy Benukor 6poja anaTa, MeTofa U TEXHUKA NOTPEeOHMX 3a ePEKTUBHO U e(PUKACHO yNpaBrbake
NpojekToM kako 61U ce pe3ynTaTi NOCTUMMN y NNaHUpaHo BPeMe 1 ca NiaHupaHuMm cpeacTeuma, (4) pasymejy ctpaterujy ynpaerbara
npepysehem nomohy npojekata, v aa (6) npate 1 KOHTPONULLY NPOJEKTHU TUM, Bydy (ONEeKCUBUNHOCT Yy NpeBasunaxemy notelukoha,
npunarohaBawy NpoMeHaMa ¥ Aa CNpoBOAE KOHTPOIY Haj OCTBApEHWUM pesynTaTtumMa.

Cappxaj npegmeta

OCHOBHM NojMoBY Y ynpaerbaky npojektuma. CaBpeMeHo ynpasrbake npojektuma. CTtangapav 3a ynpasrbakbe npojektnma. Pasnuke
namehy npojekata, nporpama u nopTdera. lNoBe3nBawe npojekata ca cTpaTernjom npepyseha.ynpasrbawe
UHTerpauujom.Ynpasrbawe 06MMOM. YnpaBrbake BPEMEHOM. YNpaBrbake TPOLIKOBUMA. YNpaBrbawe KBanuTeToMm. YnpaBrbake
pecypcumMa. Ynpasrbarwe KOMyHVKauujoM. Ynpasrbake pusmummMa. Ynpaerbawe UHTEPECHUM cTpaHama. [Npernen caBpemeHnx anara v
TeXHWKa ca noapyyjeM nNpuMeHe y yrnpasrbaky NpojekTuma.

JlutepaTypa

P.6p. AyTop Hasns M3paBay [ognHa

Boauy kpo3 kopnyc 3Haka 3a ynpaerbake
npojektuma (PMBOK Boauy) 4eTBpTO U3fame

1, |Fpyna aytopa PMBOK / ®TH 2010

5 John M. Nicholas, Herman Project Management for Business, Engineering, and

Steyn Technology: Principles nad Practices Elseiver 2008

Project Management Institute, | A Guide to the Project Management Body of A Guide to the Project

3, ) Management Body of 2017
Group of Authors Knowledge (PMBOK Guide) Knowledge (PMBOK Guide)
4, |ledp Catepnana SCRUM-YMmeTHOCT nocTu3ara Aynso BuLle 3a yrnona OuHeca 2018
Mare BpeMeHa
5, |Livia Dana Beju Project management Faculty of Technical Sciences 2015
6, | Albert Lester Project management, planning and control Butterworth-Heinemann 2017
7, | David Cleden Managing Project Uncertainty Managing Project Uncertainty 2016
8, |Harvey Maylor Project management Pearson Education 2010
. Teopvjcka HacTasa MpakTnyHa HacTaBa Ocrano
Bpoj 4acosa Bex6e [OH cupP
aKTMBHe HacTaBe
3 0 3 0 0

MeToae n3Bohera HacTaBe

HactaBa Ha npeameTy obyxBaTa npefaBara, MHTEPAKTUBHOT TUMA, Ha Kojuma ce AedVHMLLY OCHOBHM NOjMOBM Y 00nacTu ynpaerbaka
npojekTuma v Jaje Teopujcka NnoAnora 3a NpMMeHy HanpeaHux anaTta U TeXHWKa y pasnMynTum Noapydjuma npuMeHe y ynpasrbakby
npojektuma. Y okBupy Bex0Ou CTyAeHTV paje Ha aHanvau cTyaumje cryvaja, cuMmynaumjama npoueca ynpasrbaka npojekTumMa, rpynHum
avckycujama. Moactuye pag y rpynama n yyere Kpos urpy.

LlenokynHe Bexbe ce oaswjajy y3 nomoh payyHapa.
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OueHa 3Hatba (MakcumanHu 6poj noeHa 100)

MpeaucnutHe obaBese Ob6aBesHa | lNoeHa 3aBpLUHM nenut Ob6aBsesHa | [loeHa
[Oomahu 3agaTtak Ja 10.00 | MpakTnyHm geo ucnuta - 3agaum Oa 30.00
MpeameTHW(NpojeKTHM)3aaaTak Ja 50.00
MpucycTBo Ha Npedasakma Ja 5.00
MpucyctBo Ha Bexbama Ja 5.00
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT

HaswB npeamerta: 19.SEM022 YBopg y aurutanHy opeH3unky
HacTtaBHuK/HacTaBHULM: locTojuh J1. CteBaH, BaHpeaHu npodecop
CraTyc npegmera: M360pHU

Bpoj ECIb: 6

Ycnos: Hema

MpeameTn npegycnosu: Hema

Linre npegmeTta

(1) ynosHaBake ca OCHOBHMM KOHLIENTMMA BMCOKOTEXHOSOLIKOr KpUMUHana, agurutantie dopeHsmke u e-otkpuha (2) ctuuame 3Hawa u
BelTUHa NoTpebHUX 3a naeHTuduKauujy, Nnpukynibamwe, YyBawe, aHanuay u npeseHTauunjy gurutanHux gokasa kopuwhewem
cTaHOapAu3oBaHUMX MeToda 1 COPTBEPCKUHT anaTa u (3) ynosHaBare ca eTUYKMM HavenMma v nponucrMma perieBaHTHUM 3a AurnTanHy
opeH3unKy 1 e-oTkpuhe.

Mcxon npegmeta

HakoH ycneluHo 3aBpLueHor Kypca CTYAeHT (1) padyme OCHOBHE KOHLIENTE BUCOKOTEXHOSOLLKOT KPUMUHana, aurntanHe opeHsmnke u e-
oTkpuha, (2) y cTamy je Aa kao CTPyYrak U3 06nact MHPOPMaLIMOHNX TEXHOMOrMja y4ecTByje Y OTKpuBakY, KPUBUYHOM FOHEHY 1
cyfery 3a KpMBMYHA Aena BUCOKOTEXHOMOLLKOT KpuMuHana, (3) y ctamy je Aa KopucTu cTaHgapaHe metofe u codTBepcke anare 3a
hOopeH3nKy nogartaka, padyyHapckMx KOMyHukauuja, codTeepa, MobunHux ypefaja n MmyntumeamnjanHux 3anuca u e-otkpuhe un (6)
pasyme eTudke acnekte gurutanHe dopeHsunke n e-otkpuha.

Cappxaj npegmeTa

(1) npernen BMCOKOTEXHOSOLLKOT KpMMUHAaNa, gurutanHe dopeHsnke n e-otkpuha, (2) npaBHM acnekTn gurntanHe OpeH3nke u e-
oTkpuha, (3) opeH3uka nogaTtaka (xapasepcku nHTepdejcu, disk images, memory dumps, n kpuntoaHanusa), (4) opeHsuka
padyHapckux komyHukauuja (TCP/IP, HTTP, SMTP/POP3/IMAP, VoIP, 6exu4He padyHapcke mpexe), (5) popeH3nka codTBepa
(cuctemcku codTBep, annukatueHu codteep, CYBI), (6) dpopeHsuka mobunHux ypehaja (xapasep mobunHux ypehaja, cuctemckm
coptBEp MOBUNHKX ypehaja, MobunHe annukauuje, SIM kapTuue n MobunHe komyHukauuje), (7) bopeHauka MynTuMeaujanHux 3anuca
(dboTorpadumje, 3By4HU 3anucu n Buaeo 3anucu), (8) e-otkpuhe, (9) eTuukn acnektn gurutanHe dopeHsuke n e-otkpuha u (10) npumepu
U3 cyacke npakce.

Jlutepatypa
P.6p. AyTtop Hasns M3paBay loavHa

1, |OpaxeH Oparnyesuh Eigrggepcm KPUMUHATUTET 1 MHOPMAUMICKY MHdopmatop, 3arpeb 1999
2, |André Arnes Digital Forensics John Wiley & Sons Ltd 2018
3, Sl:('cé D., Martini, B., Choo, Cloud Storage Forensics Elsevier 2014
4, |Shiva V.N. Parasram Digital Forensics with Kali Linux Packt Publishing 2017
5, | Gerard Johansen Digital Forensics and Incident Response Packt Publishing 2017
6, | Sammons, J.(ed.) Digital Forensics Elsevier 2016
_ Teopujcka HacTasa MpakTnyHa HacTaBa Ocrano

Bpoj 4acosa Bexbe [1OH cuP

aKTMBHe HacTaBe

3 0 3 0 0

MeToge n3sohera HacTase

O6nuumn n3Bohewa HacTaBe Cy npeaasawa, Apyrn obnuum HacTaBe M KOHcynTauuje. Ha npenaBarkbuma ce nsnaxe Teopujckm 4eo
rpagmea y3 CTUMynucarse akTMBHON y4ecTBOBaka cTyaeHaTa. MpakTuyHu geo rpagvea cTyaeHTy casnahyjy kpo3 apyre o6nuke HacTaBe
pelwaBajyhu obaBesHe 3apaTke y3 nomoh n3sohaya HacTaBe. Ha koHcynTaumjama ce cTyaeHTMMa Aajy AoaatHa objalukwbera cagpkaja
usnaraHux Ha npegasarbumMa v Bexcama.

OueHa 3Hara (MakcumanHu 6poj noeHa 100)

MpeaucnutHe obaBese Ob6aBesHa | lNoeHa 3aBpLUHM nenut ObaBesHa | [loeHa
OnbpaHa npojexTa Ja 50.00 | YcmeHu geo nenuta Na 50.00
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT

Hasue npegmerta: 19.1B27 Be3beaHOCT KpUTUYHMX MHAPPACTPYKTYpa 1 MHOYCTPUJCKUX cucTema
HacTtaBHuK/HacTaBHULM: Jlengak N. mpe, BaHpegHu npodecop

CraTyc npegmera: M360pHU

Bpoj ECIb: 6

Ycnos: Hema

MpeameTn npegycnosu: Hema

Linre npegmeTta

Lvrs npegmeTa je cTuuakwe HanpeaHWx 3Hawa O npeTwama n 6e3begHOCHMM Mepama KojuMa ce LTUTE MHPACTPYKTYPHU U
WHAYCTPUjCKUX cucTeMn. AHanusa peanHux Hanaga Ha UHPaCTPYKTYpHe cucteme. YnosHaBawe ca MHOYCTPUjCKUM NPOTOKONMMa 1
TeXHMKama HMxoBor 0b6e3behuBarba. Yno3HaBame ca peneBaHTHUM cCTaHAapAuMa Ha norby 6e36e4HOCTU MHPaCTPYKTYPHUX cUCTEMA.
Pa3Boj HanpegHux pellewa 3a ayTeHTudMKaLmMjy U KOHTPOsy npuctyna. Pa3Boje apxutektype uHdopmaumoHe 6e3beqHoOCTU u
6e3beaHOCHOr nnaHa.

Mcxop npeameta

Yno3HaToCT ca AeTarbMma Hajno3HaTujux Hanaga Ha uHgpacTpykTypHe cucteme. CnocobHOCT pasBoja apxuTekType nHdopmalmHe
6e3benHOCTM U NpumeHe agekBaTHUX Ge3begHocHUx mMepa. MNo3HaBawe peneBaHTHWX CTaHAapaa Ha norby 6e3begHocTH
MHPPaCTPYKTYPHUX U MHAYCTpUjcknx cuctema. CnocobHOCT concTBeHOr pa3Boja AUCTpMbynpaHux HOPMaLMOHMX cUucTeMa ca
NPUMEHOM HanpeAHWX TexHWKa ayTeHTudukaumje n koHTpone npuctyna. CnocobHocT obesbefuBarba KOMYyHUKALMOHNX KaHana.

Cappxaj npegmeTa

Mpukas n aHanusa Stuxnet Hanaaa Ha HykneapHa nocTpojetsa. MNpukas 1 aHanusa knbep Hanaga Ha enekTpoaMcTpubyTuBHa Npenyseha
y Ykpajunu. MNprkas n aHanusa octanux Hanafja Ha UHdpacTpykTypHe cucteme. Mpernen peneBaHTHUX cTaHAapAa Ha nosby
nHdopmaumoHe 6e3begHocTn. besbeaHOCT NHAYCTPUCKMX KOMYHMKALMOHUX npoTokona. Mogenupare npethu y nHppacTpyKTypHUM
cuctemmnma. ApxutekTypa uHdopmaumoHe 6e3beaHocTu.

Jlutepatypa
P.6p. AyTop Hasus N3paBay lopguvHa
1 ﬂa?g‘;}!" '\é‘gz:?gh’ Mapko MporpamabunHn nornykmy KOHTponepu u Hosu Cag : ®akyntet 2014
MapueTuh KOMYHMKaLMOHM MPOTOKOMN y eNeKTpoeHepreTuum TEXHUYKMX HayKa
2, |Bnagummp Ctpesocku Cwctem perynauwje HanoHa paajanHx Hosu Cag : Ctynoc 1997
ANCTPUBYTUBHM Mpexa
OCHOBHU MPUHLMNW NPOjeKTOBaka y Mpexama Hoeu Cag : ®akyntet
3, | Crpaxwn J. Tywasau cpeaHer 1 HUCKOT HanoHa TEXHUYKMX HayKa 2014
4 Eae;gr:g) i%??:ﬁ;ﬁh?ﬂma YnpaBreame npowecrMa pavyyHapoM Kpo3 pelleHe Hosu Cap : ®akynrtet 2013
’ i ! npumepe TEXHUYKUX HayKa
Hwvkona JoprosaHoBuh
MporpamabunHm nornykmn KOHTpornepu n Hosw Can : dakvrter
5, |Brnago MNopobuh KOMYHUKaLMOHN NPOTOKONN y eNeKTPOeHepreTuum : TeXHVI‘-IKI/I'C)l( .Ha K;’ 2017
npuMepu ca peLueruma Y
6, | Al-Sakib Khan Pathan Securing Cyber-Physical Systems CRC Press 2015
7 Robert S. Radvanovsky, Allan | Critical Infrastructure: Homeland Security and CRC Press 2013
" |McDougall Emergency Preparedness
8, | George Loukas Cyber-Physical Attacks: A Growing Invisible Threat Butterworth-Heinemann 2015
Scott Donaldson, Stanley . . .
. . i, Enterprise Cybersecurity: How to Build a Successful
9| Siegel, Chris K. Williams, Cyberdefense Program Against Advanced Threats Apress 2015
Abdul Aslam
Clint Bodungen, Bryan . .
. Hacking Exposed Industrial Control Systems: ICS and . .
10, Slpge_r, Aaron Shbgeb, Kyle SCADA Security Secrets & Solutions McGraw-Hill Education 2016
Wilhoit, Stephen Hilt
. Teopvjcka HacTasa MpakTuyHa HacTaBa Ocrano
Bpoj 4acosa BexGe [1OH cuP
aKTUBHe HacTaBe
3 0 3 0 0

MeToae n3Bohera HacTaBe

MpenaBarsa; Apyrv o6nuum HacTaBe; KOHCynTaumje.
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OueHa 3Hatba (MakcumanHu 6poj noeHa 100)

MpeaucnutHe obaBese Ob6aBesHa | lNoeHa 3aBpLUHM nenut Ob6aBsesHa | [loeHa
MpeameTHM npojekaT Ja 50.00 | Mcmenm aeo ncrmTa - KOMGWHOBaHU 3ajaum a 20.00
MpucycTBo Ha NpeJasakma Ja 5.00 LATe€opva
MpucycTBO Ha Bexbama Na 5.00 YcMeHu Aeo uenuTa a 20.00
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT
HaswB npeamerta: 19.I1B36 Cuctemn meHaumeHTa 6e36eaHoLwwhy 1 npuBaTHOWRY nogartaka o fM4YHOCTH
HacTtaBHuK/HacTaBHULM: Oenvh M. MunaH, BaHpegHu npodecop

Tacwuh 3. Hemawa, [JoueHT

Cratyc npeamerta: M360pHU
Bpoj ECIB: 6
Ycnos: Hema
MpeameTun npegycnosu: Hema

Linre npegmeTa

Lure npeameTa npeactaBrba OBNajaBake KibyYHUM 3HakMMa y NoApydjy KoHuenata cuctema MeHaumeHTa 6e3befHoluhy u
npveaTHoLWhy nogaTaka o NIMYHOCTU, pa3yMeBake NOBE3AHOCTU TUX KOHLeNaTa ca MeflyHapogHOM U AOMahoM 3aKOHCKOM perynaT1eoM
u BogehuM opraHv3auMoHO-ynpaBbaykum ctaHAapaMMa us obnacTtv pasmatpaHe npoGremaTvke, pasymeBame npunasa, Metoga u
TexHuka y o6esbefuBary 1 odyBaky NPUBATHOCTY NoAaTaka O NMMYHOCTH, Kao U pa3Boj ogrosapajyhux ekcrnepTvaa u KoMneTeHumja koa
cTyfeHaTa, y Uuurby UHTeprnpeTaumje NoMeHyTUX enemMeHara, y KOHTEKCTY 3axTeBa, Koje opraHusauuja Mopa aa MUCMyHM, y3 ocBpT Ha
npaKkTUYHe acnekTe MeToaa U TexHWKa, NnaHvpamwa, UMNNeMeHTaumuje, ynpasrbatba, U passoja cMcTeMa, Ha OpraHM3aLMoHOM HUBOY.

Mcxop npeameta

CtyneHTn he 6UTK ocnocobrbeHn 3a NpojekToBake cucTemMa Manupakwa nogaTtaka O NIMYHOCTU, KOju YKIbydyje U naeHTudukaumnjy
TokoBa nopaTaka, obnuka v HauyvMHa nojaBe nofaTtaka O NMYHOCTM Y OpraHusaumju, y3 oCBpPT Ha MpUHLUUMNE, METOAE U TEXHUKE
OOKYMeHTOBawa nomeHyTtor. KoHayHo, cTtyaeHTM he 6utn ocnocobrbeHn u 3a NpojekToBawe oaroBapajyhux opraHusaymoHo-
ynpaBrbayknx MexaHusama 3awTuTe nogartaka o NMUMYHoCTH, yanumajyhu y o63vp 3axTeBe 3aKOHCKe perynaTtnse u MefyHapoaHux
opraHvM3aluunoHo-ynNpaBrbaykMx cTaHgapaa M3 noMeHyTe npobrnemaTuke.

Cappxaj npegmeta

YBOAHW KOHLLENTW, Teopujcke NOCTaBKe M MPUHLMUMK cucTema MeHameHTa 6e3begHowhy v npuBaTHoWwhRy nogaTaka o MMYHOCTM,
3axTeBu MeflyHapoAHe 3aKOHCKe perynaTtvBe, 3axXTeBu foMahe 3aKOHCKe perynaTtuBe, 3aXTeBU OpraHu3aunoHO-ynpaBIbaykmx
CcTaHAapAa, MHUUMpake 1 NnaHvparke MMnneMeHTaumje cuctema MeHalmeHTa 6esbegHolwhy n npueaTHowhy noaaTtaka o MMYHOCTKN Y
opraHu3auuju, pa3Boj 1 UMNNeMeHTaumja MoOMeHyTor cucTeMa y opraHvusaumju, pas3soj 1 UMNeMeHTaumja MmexaHmsama ynpasrbarba 1
KOHTpOJIe MOMEHYTOr CUCTemMa, y3 OCBT Ha MeXaHnU3Me KOHTUHyanHor noborsliaBama.

Jlutepatypa
P.6p. AyTop Hasus N3paBay lopguvHa
1, |Bexep, W., Pagnosaviku, B. Cuctem ynpasrbana 6e3begHowwhy nHdopmaumja -  |NC-Uctpaxusayku n 2012
ckpunTa exHomnoLku ueHTap Hosn Cap
WHTepHe npoBepe — MNpakTukym 3a cucTem .
2, | Oenuh, M. MeHalMeHTa 6e3begHoLwhy Hdopmaumja — WNC-Nctpaxusaiiku r' c 2017
SRPS/ISO/IEC 27001:2014 TexHoriowim uextap Hosu L.an
3, |Voigt, P., Bussche, A.V.D. The El.! General Data Protection Regulation (GDPR) — Springer 2017
A practical guide
4, EU - IT Governance Privacy |EU General !Data Protectlop Regulat.|0n (GDPR) An IT Governance Publishing 2017
Team Implementation and Compliance Guide
. Teopujcka HacTasa MpakTnyHa HacTaBa Ocrano
Bpoj Jacosa BexGe [OH cupP
aKTMBHe HacTaBe
3 0 3 0 0

MeToae n3Bohera HacTaBe

HacTtaBa Ha npeameTy obyxBaTa npegaBara HacTaBHe maTepuje n3 obnactu pasmaTtpaHe npobnemaTtuke, y3 OCBPT Ha NpakTUyHe
npumepe y Be3u ca HaunHuma, MeTofama U TeXHUKama umnneMeTaumje MexaHnsama manupana, AoKyMeHToBaHa, 06e3behnBama,
KOHTpOSe U KOHTUHyupaHor noborbluaBaka CUCTEMA 3alTUTe nogartaka o nuyHocTn. O6aBe3HVM NPOJEKTHUM 3a4aTKoM NoacTude pag
y rpynamMa, 04HOCHO, TMMCK/ paj Ha MMMremMeHTauuju cuctema meHaimeHTa 6e3beaHolwwhy n npyeatHowhy nogartaka o IMYHOCTH, Ha
npumepy ogabpaHe opraHusauuje, o4 CTpaHe CTyAeHTaTa, OAHOCHO, YnaHoBa rpyne Koju page Ha u3pagu NpojekTHor 3ajaTaka.

OueHa 3Hara (MakcumanHu 6poj noeHa 100)

MpeancnutHe obaBese ObaBe3Ha | [MoeHa 3aBpLUHM UcnuT ObaBe3Ha | [lMoeHa
MpeameTHW(NpojekTHW)3aaaTak Ja 40.00 |_|MCMeH.VI [eo ucnuta - KOMbMHOBaHW 3aaumn lla 50.00
MpUCYCTBO Ha NpefaBatkuMa [a 5.00 LAT€opva
MpucycTBo Ha Bexbama Ja 5.00
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT

Hasue npegmera: 19.SEM020 Be3beaHocT 1 npuBaTHOCT VIHTEPHET CTBapu

HacTtaBHuK/HacTaBHULM: Cnapguh C. lNopaH, PegosHu npodecop
CraTyc npegmera: M360pHU

Bpoj ECIB: 6

Ycnos: Hema

MpeameTn npegycnosu: Hema

Linre npegmeTta

OcnocobrbaBare CTyaeHaTa 3a nNpuMeHy Metoda U TexHUKa 3a MmojenoBake U I/IMI'IJ'IeMeHTaLI,I/ij 6e3begHOCHUX acnekaTa cuctema
WHTepHeT cTBapu Y3 3aWTUTy U o4yBaw€ NpuUBaTHOCTU kopuwheHnx nogartaka.

Mcxon npegmeta

HakoH ycnelwHo 3aBpLueHOr Kypca CTyAeHTU Cy CTEKNM Teopujcka MU NpakTU4Ha 3Hamwa O UHXewepuHry 6es3begHoOCHUX cuctema
WHTepHeT cTBapw, 3alwITUTU 1 O4yBaky NpMBATHOCTM KopuwheHnx nogataka. CTyaeHTV cy y CTary Aa AW3ajHupajy, UMNneMeHTupajy n
eBanyupajy HajcaBpeMeHunje 6e3beHOCHE TEXHUKE KOje ce KopucTe Ha ypehajuma of kojux cy caunkeHu loT cuctemu. Takohe,
CTYOEHTM Cy y cTawy Aa pasymejy pasnuunte 6e3begHocHe npeThe no cucteme VHTepHeT cTBapu 1 MeTode 3a HUXOBY AeTeKuujy,
cripeyaBsatbe U pemeanjaunjy.

Cappxaj npegmeTa

YBoA y nHxXewepuHr 6e3beaHocHnx cuctema NHTepHeT cTBapu: geduHuumnja (npeameT MHTepecoBaka), OCHOBHM MOjMOBM,
6e3benHoCcHM 3axTeBu, TMNOBK ypehaja n apxutekTypa. Bpcte Hanapa: 6exunyHo Npukynrbake MHdopmaunja n manupate, pusnykm
Hanagu Ha ypefaje, Hanagu Ha npoTokone, annukaTuBHM Hanaau. MNpuHumnu 6es3benHor nHxewepuHra y loT: yrpafusare
6e3beqHOCHNX acnekaTa y AW3ajH U UMNNeMeHTauujy, MofernoBare npeTK, ycknafeHocT ca cTaHAapavma, Haarnejarwe cuctema,
neHeTpaunoHo TecTupawe, 6e36eaHOCHY TpeHUH3N 1 egykaunja. Kpuntorpaduja y loT: anropuTmu 3a eHKpuUnuujy, 4EKPUNLUUjY, XeLl
dyHKUMje, AMrTanHu noTnucK, Kpuntorpadpcke KoHTpone yrpaheHe y loT KOMyHMKaLMOHe NPOTOKONE 1 MPOTOKONE 3a pasMeHy nopyka,
pa3MeHa KkrbyyeBa. YnpaBrbakwe UASHTUTETOM M KOHTpona npuctyna y loT: pernctpaumja v XXnBOTHU LMKNYC permctposaHor ypehaja,
ayTeHTudukaumoHm mexanHusmu, loT IAM (Identity and Access Management) nHcpacTpykTypa, LemMe KOHTpone npuctyna, Mogenu
BepoBara. 3awTnTa nogaraka u ovyBawe npuBaTtHOCTU Yy |0T: n3a3oBu 1 3axTeBM 3a OCTBapuBare NpPMBaATHOCTU nogartaka y loT,
npoueHa yTuuaja AnM3ajHa Ha NpMBaTHOCT nodaTaka, Weme 3a 3awwTuty npmueaTtHocTu. bes3beaHo pavyHapcTBO y 06naky HamereHo loT:
cepsucK y obnaky 3a loT, 6e3begHocHe KOHTpone cepsuca y obnaky 3a |oT, HOBM NpUCTynu y MHTErpauujn padyHapctea y obnaky u
WHTepHeT cTBapm.

JlutepaTypa
P.6p. AyTop Hasns M3paBay [ognHa
1, Edward Ashford I__ee, Sanijit Introduction to embedded systems: A cyber-physical MIT Press 2017
Arunkumar Seshia systems approach
2, |Knapp, E.D., Samani, R. Applied Cyber Security and the Smart Grid Elsevier 2013
3, B[:erlgnRussell, Drew Van Practical Internet of Things Security Packt Publishing 2016
4, | Tyson Macaulay RIoT Control: UnQerstandmg and Managing Risks and Morgan Kaufmann - Elsevier 2016
the Internet of Things
5,|Li, S., Xu, L.D. Securing the Internet of Things Elsevier 2017
6, |Rosner, G. Privacy and the Internet of Things O Reilly 2017
Industrial Network Security: Securing Critical
7, |Knapp, E.D., Langill, J.T. Infrastructure Networks for Smart Grid, SCADA, and |Elsevier 2015
Other Industrial Control Systems
8, | Wendell Odom CONA 200-301 Swannann Bopu 33 CEPTAMKAT, | (OMIJYTEP BMB/IMOTEKA | 2020
9, | Dzejms Forsou HAMAON HA MPEXKHE NMPOTOKOJIE XAKEPCKU MUKPO KHoWA 2018
BOOMY
10, | Dogan Ibrahim RASPBERRY PI 3 ArEHUWJA EXO 2014
Teopujcka HacTaBa MpakTuyHa HacTaea OcTano
Bpoj yacoBa
aKTUBHe HacTaBe Bexbe ROH cvp
3 0 3 0 0

MeToge n3Bohera HacTaBe

MpepaBatba; PauyHapcke Bexbe; KoHcynTauuje. NcnuT je ycmenn. OueHa ncnuta ce doopMupa Ha OCHOBY ycrnexa ca nabopartopujckmx

BEXOM U yCMeHor ncnurta.

Oatym: 03.11.2021
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OueHa 3Hatba (MakcumanHu 6poj noeHa 100)

MpeancnutHe obaBese ObaBe3Ha | lNoeHa 3aBpLUHM ncnut ObaBe3Ha | [lMoeHa

OpbpaHa npojekTta Oa 50.00 | YcmeHu geo ucnuta Oa 50.00

Oatym: 03.11.2021 CtpaHa 41
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Tabena 5.2 Cneundmkaum;

a npeaverta

Cryawmjcku nporpam:

WHdopmaumoHa 6esbegHocT

Hasus npegmera:

19.I1B53 MacTep pag - CTyaujCKvn UCTPaxXuBadku paj

HacTtaBHuk/HacTaBHULMN: - -
CraTyc npegmera: ObaBe3saH
Bpoj ECIB: 6

Ycnos: Hema
MpeameTn npegycnosu: Hema

Linre npegmeTta

MpuMeHa OCHOBHYX, TEOPMJCKO METOAOMOLLKUX, HAYYHO-CTPYYHUX U CTPYYHO-annnKaTUBHKX 3HaHka U MeTofa Ha pellaBary KOHKPETHUX
npoGnema y oksupy n3abpaHor noapydja. Y okBupy OBOr Aenla MacTep pafa CTyAeHT udyyasa npobnem, herosy CTPYKTYPY U CIIOXEHOCT
1 Ha OCHOBY CMpoOBeJeHNX aHanusa N3BoAM 3aKrbyyke 0 MOryhuM HauYMHUMa HEeroBor peluasatba. Mpoyyasajyhu nutepatypy cTyaeHT
ce yno3sHaje ca MeTofama Koje Cy HaMetbeHe 3a pellaBame CIIMYHMX 3aataka U UHXEeHEePCKOM NPakcoM Y HUXOBOM peluaBatsy. Linmb
aKTUBHOCTM CTyAeHaTa y OKBUPY OBOT [ieNa UCTpaxuBatba orrnefa ce y CTULaky HEONXOAHUX UCKyCTaBa Kpo3 pellaBakba KOMMIEKCHUX
npo6nema v 3agaTaka v npenosHasakbe MOryhHOCTU 3a NPUMEHY MPETXOAHO CTEYEHMX 3HaHa Y MPaKCU.

Mcxon npegmeta

OcnocobrbaBatbe CTyfeHaTa Aa caMoCTanHo NpUMEHYjy NPeTXO4HO CTeYeHa 3Harba U3 pasnuynMTUX NoApydja Koje Ccy NPeTxohHo
usyyasanw, pagu carnefjasara CTPYKType 3agator npobnema v HeroBoj CUCTEMCKOj aHan1amn y Lurby n3sofery 3akrbyvaka o Mmoryhum
npaBUMMa HEroBor pellasara. Kpo3 camoctanHo kopuwherwe nutepartype, CTyAeHTU NpoLInpyjy 3Hawa 13 usabpaHor nogpydja v
npoy4yaBaky pasnuuUTUX MeToda U pajfoBa Koju ce ofHOCEe Ha Crnu4yHy npobnemaTtuky. Ha Taj HauvH, ko cTyaeHaTa ce pasBuja
CNocoBHOCT Aa cnpoBoAe aHanuse u naeHTUduKyjy npobneme y oksupy s3agate Teme. [pakTUHHOM NPUMEHOM CTEYEHWUX 3HaHa U3
pasnuunuTUx 06nacTu koA cTyefeHaTa ce pa3Buja CnocOGHOCT Aa carnefajy MecTo U yrory uHxerepa y usabpaHom nogpydjy, notpeby
3a capafhOoM ca ApYruM cTpykama v TUMCKUM pagoMm.

Cappxaj npeameta

dopmupa ce nojeanHayHo y cknagy ca notpebama n3page KOHKPETHOr MacTep paja, heroBom criokeHowhy n cTpyktypoM. CTyaeHT
npoy4yaBa CTpy4Hy nuTepaTypy, QUNOMCKe U MacTep pagoBe CTyaeHaTa koju ce 6aBe CrMYHOM TEMaTUKOM, BPLUM aHanuse y uurby
n3Hanaxewa peluera KOHKPeTHOr 3aJaTka Koju je aeduHncaH 3agaTtkom macTep papa. [leo HactaBe Ha NpeaMeTy ce ofBMja Kpo3
camocTanHu cTyaujcku uctpaxunsadkm pag. Ctyaujcku pap obyxsata M akTUBHO npahehwe NpuMapHuUx casHakwa M3 Teme paja,
opraHmsaLmjy n n3Boferwe ekcnepumeHarta, Hymepuyke cumynauuvje n ctaTucTudky obpagy nogaraka, nucawe U/unu caonwitaBamwe
pafa Ha KoHbepeHUMju U3 yxxe Hay4yHO HacTaBHe obnacTu Kojoj npunaga Tema mactep paga.

IlutepaTtypa
P.6p. AyTop Hasus M3paBay [oanHa
1 |rpvna avropa Oproeapajyhu MmaTepujan HeonxoAaH 3a pellaBare Hema
- |TPY yTop KOHKpeTHUX npobnema.
. Teopvjcka HacTasa MpakTnyHa HacTaBa Ocrano
Bpoj Jacosa BexGe [IOH cupP
aKTUBHe HacTaBe
0 0 0 8 0

MeToae n3Bohera HacTaBe

MeHTOp MacTep paga cacTtaBrba 3agaTtak paga v gocTaBrba ra ctyaeHTty. CTyaeHT je obaBesaH Aa paj u3paauv y OKBMpY 3agate Teme
Koja je AecbuHUCaHa 3agaTkoM MacTep paja, kopucTehu nutepaTtypy npeanoxeHy of MeHTopa. TokoMm u3page mactep paga, MEHTOP
MOXe JaBaTu AodaTHa ynyTcTBa cTyAeHTy, ynyhuBaTu Ha ogpefieHy nuTepaTypy U AodaTHO ra ycMepasaTu y Luiby uspage
KBanMTETHOr MacTep paja. Y OKBMPY CTYAUJCKOr UCTPaXKMBaYKOr paga CTyAeHT obGaBrba KOHCynTaunje ca MEHTOPOM, a Mno noTpebu u ca
ApYrMM HacTaBHULMMA Koju ce 6aBe npobrnemaTukoM u3 o6nacTu Teme camor paga. Y okBMpy 3agaTte TeMe, CTYAEHT Mo noTpebu BpLum
n ogpeheHa mepeta, ucnutueama, 6pojarba, aHkeTe U gpyra UcTpaxusama, CTaTUCTMUKy oGpaay nogartaka, ako je To npeaBuheHo
3ajaTkoM MacTep paja.

OueHa 3Hara (MakcumanHu 6poj noeHa 100)

MpeancnutHe obaBese O6aBe3Ha | [MoeHa 3aBpLuHM ncnut Ob6aBe3Ha | [MoeHa
CeMuHapcku pag Na 50.00 | YcmeHu geo ncnuta Oa 50.00
Oatym: 03.11.2021 CrpaHa 42
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam: WHdopmaumoHa 6esbegHocT
Hasue npegmera: 19.I1B51 CtpyyHa npakca
HacTtaBHuk/HacTaBHULMN: - -

CraTyc npegmera: ObaBe3saH

Bpoj ECIb: 6

Ycnos: Hema

MpeameTn npegycnosu: Hema

Linre npegmeTta

CTuuare HenocpeaHUx casHamwa 0 MYHKLUOHMCakY M opraHu3auujn npegyseha n uHcTuTyumja Koje ce 6aBe NocrnoBuma y okBUpYy
CTpyKe 3a KOjy ce CTyAeHT ocrnocobrbaBa 1 MoryhHOCTMMa NpUMeHe NPEeTXOAHO CTEYEHUX 3Hakba y Mpakcu.

Mcxon npegmeta

OcnocobrbaBare CTyaeHaTa 3a NpuMeHy NPeTXO4HO CTEYEHUX TEOPUJCKUX U CTPYUHMX 3HaHa 3a peluaBarbe KOHKPETHUX NMPaKkTUHUX
WHXerepcknx npobrema y okBupy usabpaHor npeayseha unu MHCUTUTYUMje. YNo3HaBake cTyAeHaTa ca AenaTHocTuma naabpaHor
npepy3eha Unu MHCTUTYLUje, HAYMHOM MOCMOBatba, YNpaBrbatbeM Y MECTOM U YIIOTOM UHXEHepa Y HUXOBUM OpraHu3aunoHUM
CTpyKTypama.

Cappxaj npegmeta

dopmupa ce 3a cBakor kaHauaaTa nocebHo, y 4OroBOPY ca pyKoOBOACTBOM npeay3eha unv MHCTUTYUUMje Y Kojuma ce obaBrba cTpyyHa
npakca, a y cknapgy ca notpebama cTpyke 3a Kojy ce CTyAeHT ocnocobrbasa.

IlutepaTtypa

P.6p. AyTop Hasus M3paBay [oanHa
Oproeapajyhu MmaTepujan HeonxoaaH 3a pellaBare

1,|rpyna ayTopa KOHKpeTHUX npobnema reve
| Teopwicka HacTasa MpakTu4Ha HacTasa Ocrano
Bpoj yacosa Bex6e AOH cup
aKTMBHe HacTaBe
0 0 0 0 6

MeToae n3Bohera HacTaBe

KoHcynTtaumje v nucare QHeBHUKA CTPYYHE NPAaKCe Y KOME CTYAEHT OMWCyje akTUBHOCTM 1 NOCIIOBe Koje je 06aBrbao 3a BpeMe CTpyyHe
npakce

OueHa 3Hatba (MakcumanHu 6poj noeHa 100)

MpeaucnutHe obaBese Ob6aBesHa | [NoeHa 3aBpLUHM ncnut ObaBesHa | [loeHa
Homahn 3aparaxk Ja 70.00 | Teopujcku Aeo ucnuta Na 30.00

Oatym: 03.11.2021 CtpaHa 43
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Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam:

WHdopmaumoHa 6esbegHocT

Hasus npegmera:

19.1B54 MacTtep pag - nspaga un ogbpaHa

HacTtaBHuk/HacTaBHULMN: - -
CraTyc npegmera: ObaBe3saH
Bpoj ECIB: 6

Ycnos: Hema
MpeameTn npegycnosu: Hema

Linre npegmeTta

Liurs n3page u onbpaHe macTep pafa je [a CTYAEHT MNokaxe camocTanaH U KpeaTuBaH NpUCTYN Y NPUMEHWU CTEYEHUX NPAKTUYHUX U
Teopujcknx 3Harba M3 ofroBapajyhe obnacTu y npakcu y nHgopmaumoHoj 6e3begHoctu. OcnocobrbaBatbe CTyaeHaTa 3a npahere
nutepaType U UCTPaxuBayku pag.

Mcxop npeameta

M3pagom n opbpaHom macTep paga CTyAeHTU Koju Cy 3aBpLunnu ctyavje Tpeba aa 6yay KoMneTeHTHM Aa peluasajy peanHe npobneme
M3 Npakce kao 1 Aa HacTaBe LUKOMoBak-e YKONMMKO ce 3a TO onpeaene.

MacTtep cTyAeHT cTuye TemMerbHO No3HaBake U pa3ymeBake CBUX AUCUMNNnHa nHdopmMaumoHe 6e3begHocTH, Kao n cnocobHoCT
peliaBama KOHKpeTHUX npobnema y3 ynotpeby HayyHux metoda v noctynaka. Mactep ctyaeHTu cy cnocobHu aa Ha ogrosapajyhu
HauYMH Hanuwy 1 Aa npeseHTyjy pesynTtaTe cBor paga. CeplleHn CTYAeHT OBOr HMBOA CTyamja noceayjy komneTeHuujy 3a npahewe u
NpUMeHy HOBWHA Y CTPYLM, KAo U 3a capajtby ca NokanHUM couujanHim u MefyHapoaHUM OKTYXKEeHEM.

Cappxaj npegmeta

MHdopmaumoHa 6e3begHocCT.

IlutepaTtypa
P.6p. AyTop Hasus M3paBay [oanHa
1 |rpvna avropa Oproeapajyhu MmaTepujan HeonxoAaH 3a pellaBare Hema
- |TPY yTop KOHKpeTHUX npobnema.
. Teopvjcka HacTaga MpakTnyHa HacTaBa Ocrano
Bpoj Jacosa BexGe [IOH cupP
aKTUBHe HacTaBe
0 0 0 0 4

MeToae n3Bohera HacTaBe

MeHTOp 32 M3pagy n oabpaHy mactep 6upa jeaaH og noHyheHux npegmeTa u3 kojer he CTygeHT aa pagu AMNIIOMCKU-MacTep pag u
dhopmynuLle Temy ca 3apauuma 3a uspagy mactep paga. KaHauaaT y KoHcynTaumjama ca MEHTOPOM CaMoCTanHo paau Ha npobnemy
Koju My je 3afaT. HakoH u3page paga v carnacHocTv MeHTopa Aa je ycrnelwHo ypaheH paa, kaHauaat 6paHun pag npeg KoMUCujoM Koja
ce cacToju 0of HajMak€e TpW YrnaHa of Kojux 6ap je jegaH ca gpyror genapTmaHa unu dakynrera.

OueHa 3Hatba (MakcumanHu 6poj noeHa 100)

MpeaucnutHe obaBese Ob6aBesHa | [NoeHa 3aBpLUHM ncnut ObaBesHa | [loeHa
V3papa mactep paga Ja 50.00 | On6paHa macTep paga Ja 50.00
Oatym: 03.11.2021 CtpaHa 44




‘_}ﬁp& Sr{‘b YHUBEP3WUTET Y HOBOM CALY, PAKYNTET TEXHUYKMNX HAYKA
S s WO
s g ) SAKYNTET TEXHNYKMX HAYKA 21000 HOBW CAL, TPI JOCUTEJA OBPAJOBUTHA 6

L g, ?:
R R T o g g
,%2%5%%% AkpeguTtauuja cTyamjcKor nporpama
f’
O,;MNTE,; MACTEP AKALEMCKE CTYOWJE MHdopmaumoHa 6e3beaHocTt

CraHpgapp 06. KeanuteT, caBpeMeHOCT 1 MehiyHapoaHa ycarnalleHoCT CTyaujcKkor nporpama

CTy,EI,MjCKI/I nporpam je ycarnaweH ca caBpeMeHUM CBETCKUM Hay4YHMM TOKOBMMA U CTakeM CTpPYyKe, a
ynopeamuns je ca CIIM4YHMUM nporpamMmmmMma Ha MHOCTpPaHMM BUCOKOLUKOJICKMM yCTaHOBaMa.

Ctyamjckn nporpam NHgpopmaumoHa 6e36e4HOCT, KOHUMNMPaH Ha AaTh HauWH, LeNOoBUT je U cBeobyxBaTaH
W NpyXa CTyOdeHTMa HajHOoBMja Hay4yHa M CTpyYHa 3Hama M3 oBe 06nacTu.

Crtyaujckn nporpam MHdopmaumoHa 6e36eaHOCT je ynopeaus u ycknaheH ca:
1. ETH (Switzerland): Masters Program in Information Security,

2. UCL (UK): Information Security M.Sc. n

3. Berkeley (USA), Master of Information and Cybersecurity.

HacTtaBHuuu, capagHuum n ctyaeHTn aktueHo og 2011. rogmMHe ycnewHo y4ecTByjy Y eBPOMNCKMM NpojekTuma
3a pasMeHy HacTaBHUWKa, capajHuka 1 cTygeHaTta y UMby noapLuke ctyaupana y UHOCTPaHCTBY, Kao WTo je
Tekyhu nporpam Epasmyc+, koju obyxBaTa Mpexy yHMBep3uTeTa n3 EBponcke yHuje n 3emarba Koje ce joj ce

MPUAPYXY]yY.

Oatym: 03.11.2021 CtpaHa 45
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AkpeouTtaumja cTyaujckor nporpama
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MACTEP AKADEMCKE CTYOWNJE MHdopmaumoHa 6e3beaHocTt

Ctangapg 07. Ynuc ctygeHata

dakynTeT TEXHUYKUX HayKa, pacnucyje KOHKypC 3a ynuc kaHgugaTta Ha CTyAujCKu nporpam macrtep
akagemckux ctyaunja MHdopmaumnoHa 6e3beqHoCT y cknaay ca apywTBeHMM notpebama, cBojuM cnoboaHum
pecypcuMa 1n ogobpeHuM OpojeM ctyaeHata. bpoj ctygeHarta koju he 6GUTK ynucanm n HaumH ouHaHcKpara
HBUXOBUX cTyaunja (byleT nnu camoduHaHcupare) geduHuwe ce cBake roguHe nocebHOM oAnyKom
HacTtaBHO-Hay4yHor Beha ®akynteTa TEXHUYKMX HayKa.

Ha KOHKypC 3a ynuc Mory ce npujaBuTW KaHOuAaTu KOju Cy 3aBplunm ogrosapajyhe OCHOBHe
YeTBOpPOroAULWHE€ akageMcke cTyaunje u koje Bpege Hajmawe 240 ECIIB, wTo je n geduHncaHo y
lMpaBUNHUKY O ynucy cTyfeHaTa Ha CcTyaujcke nporpame.

3a cBe npujaBreeHe kaHgmaate Komucuja 3a kBanuTeT CTyauMjcKOr nporpama MacTtep akageMckux ctyamja
UHdopmaumoHa 6e36eaHOCT BpLUM BpegHOBake CTYAMjCKOr nNporpama Koje cy npeTxXo4HO 3aBpLunumm u
OOHOCK OANyKY Aa nu je oarosapajyhu 3a ynuc unu He.

KaHoupaaTtu koju cy, npema MuLLbely KOMUCKje, 3aBpLUnnv oaroeapajyhu ctyaujckn nporpam Ctudy npaso
ynuca Ha macTtep akagemcke ctyauvje. Komucunja 3a kBanuteT JOHOCU OANYKY Aa NU KaHAMAATM KOju Cy
CTEKNW NpaBo Ha ynuc nonaxy npujemHun ucnut. Ako Komucuja 3a kBanuteT goHece oANyKy O nonarakwy
npujeMHor ncnuTta, Taga kaHguaaTtu nonaxy npujemHn ncnut: NpoBepa 3Hawa u3 obnacrtu crygujckor
nporpama.

KoHauHa paHr nucta kaHgugaTa 3a ynuc ce popMmpa Ha OCHOBY ycrexa TOKOM NPeTXOAHOr LWKOMoBawa,
OY>XUHEe Tpajarba CTyauja U NOCTUrHYTOr ycrnexa Ha nNpujeMHOM UCMUTY, Kako je n geduHncaHo MNMpasunHukom
0 yNuUcy CTyfeHaTa Ha CTyaujcke nporpame.

Komucwja, y cknagy ca lNMpaBunHMKOM O ynucy CTyAeHaTa Ha CTyAujcKe nporpame, uma npaso ga ogobpu
ynuc KaHangaTuma Koju HUCY 3aBpLunnun ofroapajyhe oCHOBHE akafeMcKe cTyauje y YeTBOPOroamLIHEM
Tpajamy, a koje Bpeae muHumym 240 ECTIB, 1 To camo y cny4ajy Aa octaHe cnobogHUX MecTa HakoH ynuca
CBMX KaHOuAaTa Koju ucnywaBajy ycrnoBe noctaBrbeHe KoHKypcom (ogroBapajyhe OCHOBHe akagemcke
CcTyauvje, NOMoXeH npujemMHn ncnut uta.). KaHangatuma koju, npema cTpydHoOM Muwrbewy Komucuje, Hucy
3aBpLUIM oaroBapajyhn cTygujcku nporpam OCHOBHUX akadeMCKUX CTyanja Moxe ce ogobpuTu ynuc
YKONMUKO nonoxe npunjemHn ucnut. Komucuja y Tom cnydyajy ogpefyje, 3a cBakor kaHgugarta nocebHo,
pasnuKky UcnmuTa ca OCHOBHMX akageMckux cTyamja koje Tpeba ga nonoxu. 36up ECIB npegmeTa koju cy
oapeheHun pasnukoM He cme fa npenasu 30 (Tpuaecer).

YnaHoBu KOMI/ICI/Ije 3a KBarnmTeT Cy pykoBoaunauy gartor CTy,EI,I/IjCKOF nporpama un LIJed)OBI/I CBUX KaTtegpu
KOjl/IMa npvlnap,ajy npeamMeTn ca gator CTyﬂ,MjCKOF nporpama, nnm HactaBHULUU KOje LLqu)OBI/I TUX KaTteapu
ogpene, y cknagy ca npaBI/IﬂHI/IKOM O ynucy ctyaeHarta Ha CTy,CI,VIjCKe nporpame.

Oatym: 03.11.2021 CtpaHa 46
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Crangapg 08. OuerumBatbe M HanpegoBake cTyaeHaTa

KoHayHa oueHa Ha cBakoMm O KypceBa OBOr nporpama ce hopmmpa KOHTUHyanHumMm npahewemM paga u
NOCTUTHYTUX pe3ynTaTa cTydeHaTa TOKOM LUKOJICKe FoOAMHE M Ha 3aBpLUHOM WUCMUTY.

CTtyneHT caBnahyje cTyaumjckn nporpam nonarawkem ucnuta, Ynme ctnye ogpehenmn 6poj ECIB 6ogosa, y
cknagy ca ctyamjckum nporpamom. CBaku nojeanHayvyHu npeameT y nporpamy nma ogpehexn 6poj ECIB
6oa0Ba Koju CTyAeHT ocTBapyje kaga ca ycrnexoM MOfoXu UCTNT.

Bpoj ECIB 6ogoBa yTBpheH je Ha ocHOBY pagHor ontepehewa cTyaeHTa y caBnahuBawy ogpeheHor
npegMeTa U NPUMEHOM jegMHCTBEHe MeTodonoruje ®akynteta TEXHUYKUX Hayka 3a CBe CTyaujcke
nporpame. YCnewHocCT cTyfaeHaTa y caBnafhuBarwy ogpeheHor npegmeta KOHTUHYMpPaHO ce NpaTh TOKOM
HacTaBe U uspaxasa ce noeHuma. MakcumanHm 6poj noeHa Koje CTyaeHT MOXe Aa OCTBapw Ha nNpeamerTy je
100. CTygeHT cTuye noeHe Ha NpeaMeTy Kpo3 pad Y HacTaBu U UCMyHaBakeM NpeaucnmuTHMX obaeesa u
nonaraweM ncnuta. MmHumanHn 6poj NnoeHa Koje CTyAEeHT MOXe [a CTEKHE UCMyHaBakeM NPeaNCIUTHUX
obaBe3a TokoM HacTaBe je 30, a makcumanHum 70.

CBaku npeameT 13 CTyAujcKor nporpaMa uma jacaH v objaBrbeH HauuH cTuuama noeHa. HauyuH ctnuawa
noeHa TOKOM n3Bofera HacTaBe yKkIby4yje Opoj NoeHa koje CTyAeHT CTUYe MO OCHOBY CBake MnojeguHavHe
BpPCTE aKTMBHOCTU TOKOM HacTaBe MIv M3BpLUaBakbeM npegucnutHe obaBese 1 nonarakbem ucnuta. YKynaH
ycnex cTygeHTa Ha npeaMeTy uspaxasa ce oueHom of 5 (Huje nonoxuo) go 10 (ognuyan). OueHa cTyaeHTa
je 3acHoBaHa Ha yYKynHoM Opojy MoeHa Koje je CTYAEeHT CTekao UCnyhaBakeM NpegucnutHmux obasesa u
nonarakem UCnnTa, a npema KBanuteTty Cte4eHuUx 3Haka U BellTUHa.

[a 6un CTyAEeHT U3 gator npegmeTa nonoxuo ncnnt, Mopa fa octeapu HajMaI-be 51 noeH.

HonatHu ycnoBu 3a nonarawe ucnuTta cy AeduHucaHu nocebHo 3a cBaku npeameT. HanpenoBawe
CTydeHTa TOKOM LLKONOBaka je AeduHucaHo MpaBunuma cTyavpara Ha MacTep akageMCckum cTyaujama.

Ca nameHom kypukynyma wkoncke 2002/2003. roguHe, yBEAEH je 1 OBaKaB Ha4MH OLEHMBaHa, Koju npemMa
HawwumM nogaumma obe3beano Beoma BUCOKY NPOnasHOCT.
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Crangapg 09. HactaBHO ocobrbe

3a peanusauujy ctyaumjckor nporpama MHdopmaumoHa 6e3begHocT 06e3befeHo je HacTaBHO ocobrbe ca
NoTpeBHUM CTPYYHUM M HayYHUM KBanudukaumjama.

Bpoj HacTaBHMKa ogroBapa notpebama cTygujckor nporpama m 3aesucu of 6poja npeameta n 6poja Yacosa
Ha TUM NpegmeTuMa. YkynaH 6poj HacTaBHMKa je [OBOSbaH Aa Nokpuje ykynaH 6poj yacoBa HacTaBe Ha
CTyaMjCKOM Mporpamy, Tako Aa HacTaBHMK ocTBapyje npocevyHo 180 yacoBa akTvBHe HacTaBe (NpedaBakba,
KOHCcynTaunje, Bexbe u npakTuyaH pag) roavwhe, 0gHOCHO 6 YyacoBa HegerbHO. Of yKynHor 6poja
notpebHux HacTaBHuka, npeko 90% je y ctanHOM pagHOM OOHOCY Ca MyHUMM pagHMM BPEMEHOM.

Bpoj capagHuka ogrosapa notpebama cTygumjckor nporpama. YkynaH 6poj capagHuka Ha CTygujCKOM
nporpamy je AoBOSbaH Aa nokpuje ykynaH 6poj yacoBa HacTaBe Ha TOM Mporpamy, Tako ga capagHuum
ocTBapyjy npoceyHo 300 yacoBa akTMBHe HacTaBe roguilkwe, ogHOocHO 10 yacoBa HeferbHO.

HayuHe u cTpyyHe kBanudukauuje HacTaBHOr ocobrba oaroBapajy o6pa3oBHO Hay4YHOM MOSbY U HUBOY
HUXOBUX 3agyxera. CBakuM HACTABHWK UMa HajMake NeT pedepeHUN U3 yxKe HayyHe, OOHOCHO CTpy4YHe
obnacTtu 13 koje U3BOAM HAcTaBy Ha CTyAUjCKOM nporpamy.

BenuuuHa rpyne 3a npegaBawa je go 180 cTtygeHaTta, rpyne 3a Bexbe go 32 ctygeHaTa u rpyne 3a
nabopartopujcke Bexbe oo 16 ctygeHarta.

Hwu jegan HacTaBHUK HMje onTepeheH Buwe o 12 yacosa HegerbHo. CBM nogaum O HacTaBHULMMA U
capagHuuuma (CV, usbopwu y 3Bawa, pedepeHue ntg.) cy AOCTYMNHU jaBHOCTH.
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Ctangapg 10. OpraHusauuoHa 1 matepujanHa cpeacrtsea

3a nsBohewe cTygujckor nporpama obesbefeHn cy oaroBapajyhu rbyacku, NpOCTOPHU, TEXHUYKO-
TEXHOmMoLWwKKN, GUbNMoTEYKM N APYrM pPecypcu Koju cy NMpUMepeHu KapakTepy CTyaujckor nmporpama wu
npeasuheHom 6pojy ctyaeHaTa. HactaBa Ha cTygujckoM nporpamy MHdopmaumoHa 6e36egHOCT ce u3Boam
y OB€E CMEHe TakKo Aa je Mno jeqHoM CTyaeHTy 06e3beheH MnHMMym of 2 M2 npocTopa.

HactaBa ce nssogu y amguteatprmMa, y4vMoHuLama 1 cneumjanvsoBaHum nabopartopujama.

BubnnoTteka nocenyje Buwe og 100 GUGNMOTEYKUX jeAnHMLA KOje Cy peneBaHTHe 3a n3Bohewe CTyaunjcKor
nporpama NHdopmaunoHa 6e3begHoct. CBn npeameTun cTyamjckor nporpama MHdopmaumnoHa 6e36eaHocT
Cy nokpuBeHun ogrosapajyhom yLi6eHn4koM nutepaTtypom, ydnnmma m nomohHuMm cpencrenuma Koju cy
pPacnonoXmnen Ha BpeMe 1y A0BOSbHOM Opojy 3a HOpMarnHo ofBujakbe HacTaBHOr npoueca. [pu Tome je
obesbeheHa n ogrosapajyha nHdgopmaunoHa nogpLuka.

dakynTeT noceanyje 6ubnmoTeky M untTaoHuuy u obesbehyje 3a cBakor cTyaeHTa MecTo y amduTeaTpy,
yuYnoHuLM 1 nabopartopuju.

HenapTmaH 3a padyHapCTBO 1 ayToMaTtuky, [lenapTmMaH 3a eHepreTuky, eNeKTPOHUKY U TenekoMyHuKaumje v
JenapTMaH 3a MHAYCTPUjCKO MHXEHEPCTBO U MEHaLIMEHT Kao OArOBOPHE OpraHu3auunoHe jeamHuue 3a
Kpenpawe 1 peanusaumjy OBOr CTyAWjCKOr nporpama, OCTBapuIin je HU3 npojekata n gpyrux obnuka
capagte C peHOMMpPaHUM CBETCKMM KOMMNaHujama W, Kpo3 Ty capagky, obe3begnna caBpemeHy
nabopaTtopujcky onpemy. Heke og Tux komnanuja cy: Cirrus Logic, Imagination-MIPS, Sony, Philips, Nagra,
Marvel, Onkyo, Pioneer, Google, Cisco, Ericsson, TTTech, Harman, Denso, Texas Instruments, Qualcomm,
Leica, RT-RK u Schneider Electric. CTyaeHT\ oBor cTygujckor nporpaMa umajy npunuky aa, kopuwhewem te
onpeme, CTEKHY caBpemMeHa U BUCOKO TpaXkeHa 3Haka y obnactuma uHdopmaumoHe 6e3begHocTn koje
CTYAMWjCKM NporpamM AeTasbHO NoKpuBa.
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AkpeouTtaumja cTyaujckor nporpama
MACTEP AKADEMCKE CTYOWNJE MHdopmaumoHa 6e3beaHocTt

Cranpgapg 11. KoHTpona kBanuteTa

I'Iposepa KBanuteTa CTy,EI,I/IjCKOF nporpama ce cnposoau peaoBHO U CUCTEMaTU4YHO nNyTemMm camMoBpegHOBaHa
1 cnoJballkbOoM NPOBEPOM KBarmTeTa. Tpe6a ncrahnu BVILLIeﬂ,eLI,eHMjCKy npakcy aHKeTunpawa CctygeHarta.

lMpoBepa kBanuTeTa CTyAMjCKOr Nporpama ce CnpoBOAM:

- aHKeTMpaweM CTy[eHaTa Ha Kpajy HacTaBe 13 gaTor NpeameTa;

- aHKeTupakeM AUMNSIOMUPAHUX CTydeHaTa npu godeny AunnoMa O KBanuteTy CTyAMjCKOr nporpamMa u
noapwuun ctyanjama. Ocum Tora ce npouekyje n komgop cTtygmpara (npe ceera yumcrtoha n ypegHocT
yuynoHumua); u

- aHKeTMpaweM HaCTaBHOI U HEHacTaBHOr ocobrba O KBanUTETY CTyAMjCKOr nmporpamMa v noapLum
cTyavjama. Y OBOj aHKeTU Ce ouekyje paj AekaHaTa, CTyaeHTCKe crybe, Gubnuoreke, n octanux cryxom
dakynteta.

3a npahewe KBanuTeTa CTyAMjCKOr nporpama NocToju KOMUCKHja KOjy YMHE CBU LedOBM KaTeapu Koje
y4YecTBYyjy Y peanusaumju CTyaujcKor nporpama, jefaH unaH u3 HeHactaBHor ocobrba 1 6ap jegaH CTyaeHT.

CraHpapg 11. - KoHTpona kBanuteTta
Tabena 11.1 Jlucta unaHoBa KOMUCHje 3a KOHTPOIY KBanuTeTa

P.6p. Mme n npesume 3Bame
1 Wmpe JleHpak BaHpeaHu npodecop
2 | Hematwa Tacuh [OoueHTt
3 | CreBaH NocTOjUN BaHpeaHu npodecop
4 | Bpatucnas Pagymuno HenactaBHO ocobrbe
5 | Muna Meguh CryneHT
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O’“-!A MACTEP AKAOEMCKE CTYOWNJE MHdopmaumoHa 6e3beaHocTt
Cranpapg 12. Cryauvje Ha CBETCKOM je3unky
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O’“-!A MACTEP AKAOEMCKE CTYOWNJE MHdopmaumoHa 6e3beaHocTt
CraHpgapa 13. 3ajegHudku cTyamjcku nporpam
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MACTEP AKAIEMCKE CTYOWNJE

AkpeouTtaumja cTyaujckor nporpama

WHdbopmaumoHa 6e3beaHocT

CraHnpgapg 14. UMT nporpam

CTyauvjckm nporpamM mactep akageMckux ctyaunja MHdopmaumoHa 6e36eQHOCT cy MHTepAUCUMNIINHApHE
CTYAWje Y OKBMPY TEXHUYKO-TEXHOOLLKOr Mosba.

MyﬂTI/ID,VICLI,I/IﬂJ'II/IHapHOCT oBoOT CTyﬂ,I/IjCKOF nporpama ce orjiega Kpo3 npeamerte u3 obnacTun
EJ'IeKTPOTeXHI/I‘-IKO N pa4vYyHapCKO NHXEeHepCTBO U VlH,EI,YCTpVIjCKO NHXEeHEepPCTBO N NHXEeHEePCKN MEHALIMEHT.

MynTungmncumnnuHapHocCT je moryhe ocTBaputu 1 Kpo3 n3bop n3bopHMX npeameTa Ha OBOME CTYOMjCKOM
nporpamMy, a nopea Tora CTyAeHTy je y3 carnacHoCT pykoBoguoua cTyaujckor nporpama, omoryheHo ga
n3abepe n cnywa asa npegmerta ca 6uno kojer ctygujckor nporapama Pakynreta TEXHUYKUX HAyKa UK
Hekor gpyror dpakynteTta YHusepauteta y Hosom Cagy.
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Cranpgapg 15. Ctyauvje Ha garbuHy
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